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1. Introduction (i% U i)

1.1  Overview (Hf2)
This document (CPS) applies to JCAN Public CA and prescribes JCAN Public CA’s procedures

and operations such as issuance and revocation of certificates.

JCAN Public CA has systems for the management of adequate quality and information
security.

The policy of JCAN Certificates is described in [CP].

This CPS is administered by GlobalSign.

JCAN is a service, offered by GlobalSign, to issue digital certificates.

The company profile of GlobalSign is as below:

Commercial Registration Number: 0110-01-040181
Company Registration Number: 1011001040181

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members

of the GlobalSign management team and appointed by its Board of Directors, is responsible

for maintaining this CPS.

1.1.1. Diagram of JCAN Certificate (JCAN FEIHZ D X))
The JCAN certificate hierarchy and the structure of JCAN certificate management system

are shown in the following.
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GlobalSign Root CA

GlobalSign Root CA - R3

Trusted Root nonTLS

CA SHA256 G3 GlobalSign CA
| |
JCAN Public CAl1 - G4 JCAN Public CA
| |
JCAN End Certificate LRA

JCAN Certificates are issued from JCAN Public CA based on requests from LRAs.
LRAs are registered as accredited by JIPDEC after JIPDEC confirms the existence of their
organization and their pass of the vetting on JIPDEC Trusted Service (JTS) Registration
requirements (for LRAs), and then are authorized for the operation of the LRA.
JCAN Public CA is one of CAs which is accredited by JIPDEC on their pass of the vetting on
JTS Registration requirements (for CAs).LRA
JCAN GEBHEIX,. LRA OE RIS E JCAN BiERNHRITIND,
LRA I3, LRA ¥ %17 5 MRk O ELEVERR & LRA (505 = 3l 2 — M EIE A H AR R
et (LLF. JIPDEC) 23%fiL, [JIPDEC F 7 27 v I « ¥ —E 2%k (B1
AEAFEERER) | (LR, [JTS BE(LRA)) &\ 9) OREEITIRDBEICHKE, BRI,
LRA EH DR 2155,
JCAN #it/mi%. JIPDEC (2 X% JIPDEC 7 27 v K - —E 2%k GRRER) DREAEIC
ROFEIZEHK LT CATh D,

1.2  Document Name and Identification CCEL 1 & ik B +)
Document name: Refer to the cover.
Version: Refer to the cover.

OID: 1.3.6.1.4.1.4146.1.40.20.1
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1.3

PKI participants (PKI @ E9{%#)

(1) Subscribers (FI|fH#)

Subscribers are the subjects or users of JCAN Certificates.

The obligations of Subscribers are the followings:

To agree to the use/disclosure of their personal information by the LRA (for LRA’s
operation, LRA’s response to audit/accreditation/legal-proceedings, etc) and to agree to
the use/disclosure of their personal information recorded on a certificate by Relying
Parties (for Relying Parties’ operation, certificate validation by Relying Parties, etc) ;
To agree with the LRA (= the representative of the subscribers) to back up the certificates
in PKCS#12 format and their PIN codes in case these PINs have been generated by the
LRA;

To use the certificate only for the permitted usages after agreeing to this CPS;

To use the certificate under secure conditions, protect certificates from unauthorized use,
and discontinue the use upon expiration or revocation;

To notify the LRA promptly of any changes in the certificate information;

To notify the LRA promptly of the loss or theft of PCs or media in which JCAN
Certificates are installed;

To notify the LRA promptly when the reliability of the JCAN Certificates may be
damaged, such as an unauthorized access by cracking and a virus/malware infection;
and

To accept a revocation of the certificate by the LRA or the JCAN Public CA.

FIFA# X, JCAN FEAEDEAIL JCAN FEHEDHIE TH 5.
FIF#ZOHBIZLL FO@EY Th 5,

JCAN FEAERITICES L, LRA CER. ERIRGGEFARIG) (2 X D8 AEHOF /R
IZOWT R OGRS (5. BAEES) (X % JCAN fEFEICEE#H S @ AEHOF]H
[BRZ21TH Z EICFEET 5,
LRA (FIH#E D) 723 PIN 24k L7c8E . PRKCS#12 TERGEFH K O PIN /3y 7
Ty 75 EIZFEET D,
A CPS O 5% & LFF Al SN 7RI DA JCAN GEEZ AT 5 2 &
JCAN FEEZ GBI ZREREE FCHEMA L, RERBEND#ET 2 Z &, 7= JCAN FiEH
ENA TR BRI EIE, HHERLDL 2 L,
JCAN FEAEOFLHFHOLTIL, LRAIZ, HONTHHED Z &,
JCAN FEHEN A v A h—/L &7z PC IR O I, BHET, LRA 12, LT 5
TH L,
77 XTI DARIERA, U4 AR T = 7Y%, JCAN FEBE O MR
RbNBFREMN H DA 1E, LRA 12, HeMZMbEDs 2 L,
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LRA % 721% GlobalSign (2 X 5 JCAN FEED RN Z THET 5,

(2) LRA (LRA)
LRA is the LRA which passed the JTS Registration vetting as the representative of

Subscribers.

LRA vets the authenticity of the DN and verifies the identity of the Subscriber of JCAN

Certificates. Furthermore, the LRA operates the certificate life-cycle management of the

certificate under JCAN Certificate Policies.

The obligations of LRAs are the followings:

1.

General obligations

To inform the obligation of Subscribers to Subscribers;

To record the consent by Subscribers;

To acquire the information disclosed on JCAN Repository to make Subscribers aware of
the information necessary for them. Especially in case notified by GlobalSign, the
awareness of Subscribers is to be promptly implemented.

To make those serving for the operation of the LRA to declare not to implement
unauthorized issuance and disclosure;

Obligations related to certificate issuance

To guarantee the unique identification allotted to OrganizationUnitName2 and CommonName
within the Subject;

To securely distribute the certificates in PKCS#12 format with the corresponding PIN to
Subscribers in case this PIN is created by the Accredited LAR themselves;

To securely manage the backup of the certificates in PKCS#12 format and the corresponding in
case this backup is implemented by the Accredited LAR themselves; and

To save the record of certificate issuance and revocation (c.f. identity verification records,

agreements, etc.) after the certificate issuance.

Obligations related to certificate revocation

To revoke the certificates promptly in case the Subjects/users became not related to the applicable
organization due to the work termination, organization transfer, or termination of the
organization;

To revoke the certificates promptly when any Subscriber has breached the obligations under this
CPS and/or the rules of the LRAs;

To revoke the certificates promptly when an error or false is recorded there;

To revoke the certificates promptly when private key becomes compromised such as suffering at
the time of disasters or the compromise of the LRA Operator certificates;

To revoke the certificates promptly when this revocation is decided by the LRA themselves for any

reasons other than listed above.
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(3) Relying Party (FRGEH)

Relying Parties are the persons who trust any certificates and/or digital signatures of

Subscribers.

The obligations of Relying Parties are the followings:

e To verify the validity or revocation of the certificate using current revocation status
information as disclosed to the Relying Party; and

e To rely on and trust the JCAN Certificates only under reasonable circumstances.

JCAN CPS (Certificate Practice Statement) Page 10| 54
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MRREH OFH5IE, LT 0@y ThH o,

o RIEH IR SNIZBEOLNIRIIE R Z# - T, JCAN FEFHEOAIIM, T kshz R
T 5,

« JCANGIHIEZ, AHEMNRBRE N COABET I L,

(4) JCAN Public CA (JCAN #EFER)
JCAN Public CA is the CA which issues JCAN Certificates following this JCAN
Certificate Practice statement regarding the purpose of use, scope of use, and procedures.
Subscribers are contacted through the LRA.
The obligations of the JCAN Public CA are the followings:

e After generating the certificates (formatted in pkes#12), JCAN Public CA protects
the private key with PIN codes. These PIN codes are not retained but destroyed by
JCAN Public CA.

e JCAN Public CA guarantees the unique identification allotted to the subscribers
within the domain of its JCAN Public CA. JCAN Public CA guarantees the unique
identification allotted to OrganizationUnitNamel within Subject;

e JCAN Public CA manages the policies of JCAN Public CA;

* The confidentiality and integrity of registered data is ensured by JCAN Public CA
through adequate controls at all times.

JCAN FFE/miZ, JCAN EREZEGEMHRICWE Y JCAN FEREZ, £ OFIH HHY, EElEEE N
Fhe & FIZHEMLL THITT 5 CA TH D,
FIHZE ~DHE#IL LRA 2@ U TIT 9,
A CA 1. GlobalSign 2N EH T2, K CADEBKIILLTDOHEY TH D,
o JCAN RRGEFIZ. PKCSH#12 TEGGEE 2 A pk L 7= %13 M HRERA & DO S #t 2 PKCS#12

& PIN TfRi# L. xbiad % PIN | *@Jf%fﬁ#ﬁ&’z@ﬁ‘é

o JCANFRGERIZ, JCAN FZFERDOFEBINIZI W THIHEIZHI Y 24 T o ilh 4 oME—

MERIET D, £7-. V7= h® OrganizationUnitNamel OME—M:Z{RFET 5,

e JCAN ORI —DEH
o BGRT —F OMEMEL BRI, W, EERFRICE > TRIEE LD,

(5) JPDEC Trusted Service Registration (JIPDEC k7 A7 v K « #—E Z&k)
JIPDEC Trusted Service (JTS) Registration a private accreditation system operated
independently by JIPDEC.
The obligations of JIPDEC are the followings:
* To have LRAs receive the vetting on JTS Registration requirements;
* To ensure that the LRAs are registered as LRAs through their pass of JTS

Registration requirements.
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JIPDEC +5 A7 v K« #—E 2 %$ki%, JIPDEC 28 EREICHER 42 REHETH 5,
JIPDEC O#F#iZ, LLFDO#EY TH D,

e JIPDEC i LRA (25 L T JTS #&k(LRA) DA % FEhid 5,

e LRA OXR1%. JTS BER(LRA)DIEHEILR D FAE~D A A U TRIES LD,

1.4  Certificate Usage GiFBHZ DO J71%)
(1) JCAN Certificates (JCAN FiEHE)
The types of JCAN Certificates which JCAN manages are the followings:

GlobalSign 788l 9 JCAN GEMIE D Z A 7% TREIIR T,

(a) JCAN Advanced (JCAN 7 K/X> & )
JCAN Advanced is issued to a natural person (PERSON) from LRAs. LRAs identify the
PERSON by databases which are based on the official documents.
Subject CommonName (“CN”) is the real name or a pseudonym (PS1)
JCAN 7 R/8> 2 bid, LRA 225 HARAICKH LEIT SN D, LRA I3, ARYZLARJLEEHT IS <
T —HX—ZTHRANEZHRT 5,
P72l FOCNITEAXIZIPSATH D,

(b) JCAN Basic (JCAN ~_— v 7)
JCAN Basic is issued to the following entities without assurance by official documents:
e The ORGANIZATION’s internal Subjects (MEMBER, their role names, organization
names, email addresses, and/or OBJECT names and identifiers); or
e The ORGANIZATION’s external Subjects (PARTNER, their role names, organization

names, email addresses, and/or OBJECT names and identifiers).

NOTE) PARTNER is the person who is being contract party, group-company staff, member
of any group, constituent of any committee, student, person who are authenticated with

reliable document sources, or person who registered his/her credit card, etc.

Subject CN of a JCAN certificate are the followings:
e Name of MEMBER or PARTNER (Real name or PS);
e Name of the applicable person’s role;
e Name of an organization such as company, party, department, team, or group;

e Identifiers such as document names, server names, IDs, or Codes.

JCAN(N— v 2 GEB BT ARLHEO R VRO LRI RT SN2
o UHHEMONEY TV x s MR8 ZRLOREL, Milkh, A—AT FLA T
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(2) LRA Operator Certificates (77 7 & AF8FEHFEHE)
LRA Operator Certificates are the certificates issued to LRAs.
LRA Operator Certificates are used to access “JCAN certificates issuance service site” at

the time of JCAN Certificates’ issuance or revocation.
LRA Operator Certificates may be issued from a CA other than JCAN Public CA.

(3) Test Certificate (7 A FFERHE)
For the purpose of testing the operational status of JCAN Public CA, JCAN Public CA

issues Test Certificates.

Test certificate profile is configured in a way the testing purpose is identifiable. the text
“TEST” in the CommonName (CN=TEST ...) is a Test Certificate.

The accuracy, authenticity, integrity or adequacy to any specific purposes of the

information included in these Test Certificates is not warranted.

1.5  Policy Administration R U 3 —%& Hi)
1.5.1. Document administrator (&% FH)

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members

JCAN CPS (Certificate Practice Statement) Page 13| 54
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of the GlobalSign management team and appointed by its Board of Directors, is responsible

for maintaining this CPS.

1.5.2. Contact Address GHL#% %)
The contact details of JCAN Public CA (GlobalSign) is the following:
NOTE) The contact is open during the office hours only.

GMO GlobalSign K.K.
Shibuya Fukuras 9-16F

1-2-3, Dogenzaka, Shibuya-ku
Tokyo 150-0043, JAPAN

Tel: +81 3 6370 6500

Fax: +81 3 6370 6505

Email: legal.jp@globalsign.com
URL: www.globalsign.com

e Contact to report the abuse of certificates
Anti-Malware Organizations, Subscribers, Relying Parties, Application Software Suppliers,
and other third parties may report suspected Private Key Compromise, Certificate misuse,
Takeover Attacks, or other types of fraud, compromise, misuse, inappropriate conduct, or any
other matter related to Certificates by sending email to:

report-abuse@globalsign.com

GlobalSign may or may not revoke in response to this request. See section 4.8 for detail of

actions performed by GlobalSign for making this decision.
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1.6  Definitions and acronyms (€% & M FE

1.6.1. Definitions (3%

CA GEFLR)
A subject that issues, renews or revokes a certificates and creates the keys of CAs (Certification

Authorities).

Certificate Applicants (GEBH ZH 54
Certificate applicants are those whom assigned by the person in charge of the LRA. A certificate

applicant is a person who applies for a certificate on behalf of the Subject.

Certificate Profile GEIHE 7 1 7 7 A /1)

The certificate usages specified in x.509 certificate.

CP GEHERY v —)

Regulation document regarding types of certificates, application, subject of issuance, usages, etc.

CPS GHAEH75 8 M)

Document which explains the procedures and security criteria in operating CAs.

CRL GERAERZNY 2 1)
CRL (Certificate Revocation List) is a list of certificates that are revoked before their expiration,
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recorded by the applicable CA.
AEREOGHIMNIC bW 6 TR SN ICFEEERE TSR LY A &2V ),

CSR GEFIHEE 4 ZK)
CSR (Certificate Signing Request) is a machine-readable application form to request a digital
certificate. It is sent from LRAs to the issuing CA.
If issuing CA is requested for key generation, CSR and a key pair is created by RA and CSR is
sent to the Issuing Authority

LRA 725 CA ~, EFIEHAFEZZRT HERITE SN DA HED HIAEFRZ V) 9,

[, CA CTOEERTAREERINIGEITL, BERTHR~T & CSR 4R L. #¥1T/RIC CSR

kT 5,

JCAN Certificate (JCAN GEHi#)

JCAN Certificates can be used for authentication, encryption, and digital signature.

Use of JCAN Certificates shall follow the laws and regulations of the applicable country if any.
JCAN FEMFIL, FGE. Wik, EFE4 THMTE %,
JCAN FEHIEZfL 5 f/%/a\ X, b LENEZOEOEFRICHED Z

JCAN Public CA (JCAN F&iiE/7)
JCAN Public CA consists of the JTS Registration -Accredited CA, and is being the Sub CA of
Public Root CA.
JCAN §8iE/Ri%. JIPDEC (2L % JIPDEC F 7 27 v K« —E 2%k GHER) OREHEICIR
HEBICAKLIZCATHY, TV v —F CADOYT CATHS,

LRA (& — 7 /L84 R)
LRA (Local Registration Authority) is the representative of Subscribers which passed the
vetting on JTS Registration requirements as LRA. LRA manages certificate lifecycle through

the vetting on the validity of DN to be included in JCAN certificates and identity verification
under JCAN CP and CPS.

LRA ki, FIA#HDFE L LT JIIPDEC 2L % JIPDEC k7 A7 v K - #—E 2584k (LRA)
DIEAEIAR D BEICOH L2 LRA TH Y JCAN FEHAER Y > — R OEFEMAREDO T, JCAN
AEFAZFICFLHIT 2 DN OB EWHOHFE L FIHE OKRANMHGEEZATV, GEAFET A 7% A 7 L~ % —
AN (BT KR EAT O,

LRA Operator Certificate (7 7 & AFRGEHFEHE)
LRA Operator Certificate is the certificate issued by GlobalSign to a person who is assigned by
the LRA.
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This certificate is used to authenticate the access to the certificate management services.

MEMBER (% & /3—)
MEMBER is the ORGANIZATION’s internal individual person.

ORGANIZATION (47%#H#5%)
ORGANIZATION is the organization which operates LRA.

PERSON (\)
PERSON is a natural person.

PARTNER (/X— 7 —)
PARTNER is the ORGANIZATION’s external person (who is contract party, group-company

staff, member of any group, constituent of any committee, student, who are authenticated with

reliable document sources, or who registered his/her credit card, etc.).

Encrypted package format of certificate and private key using PIN code

Public Root CA X7V v 7 jL— K CA)
The top-level Certification Authority whose Root Certificate is distributed by Application

Software Suppliers and that issues Subordinate CA Certificates.

QGIS (7B B D15 5 k)

QGIS (Qualified Government Information Source) is a Trustworthy Government Information
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Source approved by the EV Guidelines, CA/Browser Forum.
It is a database managed by the government and is published online and updated regularly. The
reporting of the data is an obligation under law and a false report will lead to criminal and civil
punishment.
EV 1A R4 TRO LTS EHETE DTEBHEEADIEWRIR 25, 71 TAR
SH. EHRNCEHF IND [TBHEEANERE 727 —F X=X T, 7— ¥ ORENERTEREN
T o, BHBOBREIIINFIAXIRFIHAIFELNLDIbDE VI,

QIIS (35 =FHFEBI DIZHF HIF)
QIIS (Qualified Independent Information Source) is a Trustworthy Independent Information
Source approved by the EV Guidelines, CA/Browser Forum. It is a database published online
and updated regularly, and managed by a private organization.
EV A R4 TROLATVD MEHTE DM LB =BEADHERIE] 25, v FA1
TR SN, EHRINCHER SN L RESENEE T57 —FZN—2% W),

RA (C&8Jm))
RA (Registration Authority) in any network that verifies LRA requests for a certificate and
requests CA for the certificate issuance.
Xy NI —=71Z81F 5%8H T, LRA 22O OFEHEOERICR L, ZOH5FERE¥EEZITV,
CA [ZHATHHEZIT 9,

Relying Party (FRiE#)
Relying Party is a person that relies on a Subscriber’s certificates and/or digital signatures.
Relying Party shall refer to the revocation information of the CA in order to verify the validity
of JCAN certificates.
MRREF 1L, FIRE OREAEZEEHT 2%, IFHEOEBETFEL ZEHT2H TH S, JCAN FE
HEFBORIMAZBEET 272012, BREEH IS T CRL 2R LARITAIER 57220,

Repository (U R k V)
Repository is a database and/or directory listing certificates and other relevant information
accessible on-line.
AEAE R ML OBEIER A G5 T D, A T4V THHTE ST —F_X—ARWXIIT 1 V7
FUEWS,

Sub CA (7 CA)
CA which gets its validity authenticated upon the authentication from the upper CAs.
LD CA ICX D582 T HZ LICEVABLDIEYMHEZFIETH CA 219,
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Subjects (4t 7'~ =7 K)

It is the target of certificate issuance.

The Subjects of JCAN Certificates are prescribed in Section 1.4.
AERAEIAT RIS
JCAN FEHIEDOY 7 V=2 ME, 1.4 HTHET 2,

X.400
One of the recommendations of ITU-TS and is the prescribed standard of emails.
ITU-TS OEIED—D>TEF A —/MIOWTOEEZEDTZEH D,

X.500

X.509 prescribes the standard format of public key authentication.

ITU-T AED, v hT—27 ETORET 4 V7 b)Y —E AT D8, X509 (TR
AREDIEHE Nz HE L TV D,

1.6.2. References (%)

JCAN Certificate Policy
JCAN #BFERm D CP

2. Publication and Repository Responsibilities
2.1. Repositories (VAR K V)
GlobalSign reserves the right to publish the information about this CPS, [CP], and JCAN
certificates that are published on the repository. GlobalSign publishes the information about
CRL on the repository.
These public information are made available by 24 x 365.
GlobalSign 1%, A CPS, [CP]., & U174 % JCAN FEEIZEIT 51 % GlobalSign @ U 7R
¥R VAT 5, F7- GlobalSign 1%, CRL IZRH9 % 1E#H % GlobalSign @ VU R K U IZAR
T 5, ABEERIT 24 FF#x365 ASMRATREE 15,

2.2. Publication of Certificate Information (FiEBH EEF#H D ZABR)
GlobalSign reserves the right to publish the following information on the repository to

enable Subscribers and Relying Parties to refer to it online.
GlobalSign notifies the stakeholders as necessary of any change made on the repository.
Archived records shall be disclosed if required for the purposes of providing evidences to
any legal disputes or audits.

GlobalSign IX, RONEZEZV AR FVICAR L, FIHAELORGEEE R A 7 A TERTE

RNl tely RV

GlobalSign (X, VARY MU 2EF L7256, LEIIL U CEREISERMT D,
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AREA DERIZFRREDREML 2 $EHE9 2 B R SUIEAXIS D Te DITHE 2 1, RE Sh 7o iiskiLh
i—\‘éﬂéo

(1) Repository (VR K~ V)
*  Public Root CA Certificate and Sub CA certificates
* The latest versions of this CPS
e Other information regarding JCAN
https://jp.globalsign.com/repository/
o N7 VUvwrN— |k CAFEHEL YT CAGEHE
o FHTDOA CPS
o JCAN (287 5 DD IFH
https://jp.globalsign.com/repository/

2.3. Time or Frequency of Publication (/B 0 BEA M OMEEE)

Updates of this CP are published on the repository after the approval by PACOM1. The status
of JTS Registration of LRAs is published on the website of JIPDEC.

CRL is updated periodically and whenever any change happens during the validity period.
Update frequency of the CRL is within 24 hours.

The information of revocation is listed on CRL at least until the certificate expiration.

A CPS i%. PACOM1 — CA Governance Policy Authority ®7#&#8% . GlobalSign M7 — A2

—VIZABA SIS, LRA @ JTS BexiF#HIZ, JIPDEC OF—ARX—JIZAESN D,

CRL 3. AMHIRNTEHR R OEEFIZEFR D5, CRL ORFHET 24 BN TS

%)

KEBIT, D7a< L bREAFTOARLMG T £ T CRL ([ZREfich T\ 5,

2.4. Access controls on repositories (U RY vV D7 7 & A& H)
GlobalSign maintains its repository publicly available.

GlobalSign (3%47% U R bV 2B %,

3. Identification and Authentication (A A\ W3R & FEE)

3.1. Naming (Z4#5)

In order to identify Subscribers, JCAN Public CA follows the specific naming (c.f. type of
names allocated to Subject) and identification of Subscribers such as Distinguished Names
defined in X.500, Names defined in RFC 822, and Names defined in X.400.

When applying for the JCAN Certificates, the name of the Subscriber shall be structured as
prescribed in this CPS.

GlobalSign %, FIHF 2 AR ANFHRIT 2 72012, #il 2 1% X.500 @ Distinguished Names, RFC 822
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® Names, KON X400 ® Names DL HIZ, V7 V=7 MIEIV Y TONEZLTDHTA T o5
o, BFEDMA EARNFEBOBANZHE S,
JCAN FEEZ HFET 5546, FIHEZEO4RNTI, A CPS THE INAMTRITNIEZZR B0,

3.2. Initial Identity Validation (#1151 DA AGEBI1E H O FRAE)
3.2.1. Validation of Organization Gk D HEZR
GlobalSign authenticates the LRA entity registered as organization in Subject.
Authentication is implemented by whatever method GlobalSign deems reliable, including
- verification of the existence of the Organization concerned, or
- reference to Standard Company Code, JAPAN Corporate Number, official documents issued
by the state and local governments, reliable databases which are managed by the state and/or
the local public institution (hereinafter called “QGIS”), and third party databases (hereinafter
called “QIIS”) which JCAN relies on.
GlobalSign i%, 7= 7 K@ organization & L CEE I 15 LRA OMEMAZFRIET 5, Ml
MOELEME, R o — N EAES, BB AEFERRITT 2 A0EH, EOMG A
MAENERT 2EHTE L7 =2 =L FIQGIS) £\ H), GlobalSign MEHEHT 2% =& T
—H _R—Z(LLFIQIIS) &\ 9)% % VT, GlobalSign 23, 1E#EMEN S 5 & ¥ L7z HiEIC X -
THEMT D,

3.2.2. Validation of Subject (47 ¥ =7 kDR
(1) JCAN Advanced
LRAs validate any Subjects by the following one or more reliable documents or their
copies/databases (Personnel inventory, etc.):
e a copy of a resident’s card;
e  Mynumber Card (c.f. national ID card)
e notice of local tax special levy determination;
e employment insurance;
¢ resident’s tax;
e tax exemption;
e insurance premium deduction;
e reliable documents (c.f. Health Insurance Cards, Driver’s licenses, or Passports) in
validity period; or

) Reliable digital certificates
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1. If an individual’s name (real name or pseudonym name) is to be recorded in CommonName
field, LRAs validate the name with the documents listed above or their

copies/databases.

2. If an organization’s name is to be recorded in OrganizationUnitName2 and/or
CommonName field, LRAs validate the organization name by the following one or
more reliable documents or their copies/databases.

¢ Reliable databases; or

e The documents listed above.

3. If an email address is to be recorded in rfc822Name field, LRAs validate with

GlobalSign in accordance with section 3.2.4 whether the email address is registered by the

applicable organization.

(2) JCAN Basic
LRAs validate the “subject attributes" by the following one or more documents, their
copies, databases, or data (which shows that the organization affiliated with the

PARTNER manages the data to be recorded on the certificates: organization name, name,
Email address or OBJECT):
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1. If an individual's name (real name or pseudonym name) is to be recorded in
CommonName field
*  Employee ID Card, Student ID Card, etc.;
*  Document issued from the organization which certifies the Subject’s belonging to
the organization
* Reliable databases;
* Valid and non-revoked credit cards; or

*  The reliable documents listed in the previous section for JCAN Advanced.
> NOTE) It is not necessary to validate pseudonym name.

2. If an organization’s name is to be recorded in OrganizationUnitName2 and/or
CommonName field
*  Reliable databases; or
¢ The reliable documents listed in the previous section for JCAN Advanced.
3. If an OBJECT name or identifier is to be recorded in OrganizationUnitName2 and/or
CommonName field
¢ The digital document which indicates that the PARTNER’s affiliation
organization manages the OBJECT

4. If an Email address is to be recorded to rfc822Name
¢ The digital document which indicates that the PARTNER’s affiliation

organization manages the Email address
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4. rfc822Name |2 Email 7 RV X Zit# T 256
o N— LS —OffEMKA Y% Email 7 FLAZEH L TWAZ LA R LB+ E

3.2.3. Required Information for Subject’s Registration (7' = 7 k ORI ME /2 EHR)

As in Section 3.2.2, the information required for Subject’s registration are the documents,
copies, databases, or data (which indicates that the organization affiliated with the PARTNER
manages the data to be recorded on the certificate).

These information and the record of certificate issuance (c.f. identity verification records,
agreements, etc.)” are archived in paper or digital form except the case where the information

is archived in other department of the ORGANIZATION.
V7V FOBEIHEA SN E#RIE, 8322 IRLEEE, at—, 74—, T4
(W= FF— ORI FEAEFLLHFEELZE L TCVWL I LEZR LT D) THD,
YBHHEHREOTATORIR (RAMERER, FEES) 3. Y%EMOMIMMA THRE STV DY
AERE, KXITFT—F L L TIREIND,

3.2.4. Authentication of Email addresses (F+ A —/V7 KL ZADGE)

If an email address is to be recorded in rfc822Name field, GlobalSign must use one of the
following methods to confirm that the Applicant has control of or right to use email addresses:
1 Having the Applicant demonstrate control over the requested email address by sending
a Random Value to the requested email address and then receiving a confirming
response utilizing the Random Value; or
2 Having the Applicant demonstrate control over the requested domain part of an email
address by sending a Random Value to a Domain Contact via email and then receiving
a confirming response utilizing the Random Value.; or
3 Having the Applicant demonstrate control over the requested domain part of an email
address by sending a Random Value to an email address created by prepending ‘admin’,
‘administrator’, ‘webmaster’, ‘hostmaster’, or ‘postmaster’ in the local part, followed by
the at-sign (“@”), followed by an Authorization Domain Name and obtaining a response
utilizing the Random Value.; or
4 Having the Applicant demonstrate control over the requested domain part of an email
address by confirming the presence of a Random Value in a DNS CNAME or TXT record

on an Authorization Domain Name.
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3.3. Identification and Authentication for Re-Key Request (85 8 H 55 R IC 1) 5
AR R ONGREIE)
The identification procedures for the re-key is defined in Section 3.2.2. LRAs can refer to the

record of issuance during the identity verification.

3.4. Identification and Authentication for Revocation Request (U&ZhH EEIZ I 1T 5 A
IR & HEBR O FERIE)

LRAs or GlobalSign authenticate revocation requests by verifying the identity of the requester

with specific sources. LRAs may refer to the records of certificate issuance (c.f. identity

verification records)

4. Certificate Lifecycle Operational Requirements GEBHED T 1 734 7 WITxtd

%EM EDERER)
4.1. Certificate Application GiFFHEH 5

GlobalSign maintains its own blocklists of individuals from whom and entities from which it

will not accept Certificate applications. In addition, other external sources such as government
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denied lists or internationally recognized denied persons lists which are applicable to the
jurisdictions in which GlobalSign operates are used to screen out unwanted Applicants.
GlobalSign does not issue Certificates to entities that reside in Countries where the laws of a

GlobalSign office location prohibit doing business.

LRAs have the duty to provide the JCAN Public CA with accurate information on certificate

requests on behalf of the applicants.

Private keys bundled with the certificate issuance requests shall be brand-new per each time.
GlobalSign 1%, JCAN FEBAZEOHFEZ AR LARVEAAITIZ T 47 4 DU A &M EIZ/ER
$ 5, MA T, GlobalSign 7% % —E A& HE - HIKOFEEBIF Y /BT 5. UTE
ERAIZFREN S AV IR [ 2R IR 38 U R b 7 E OSBRI HRIFIZAIL L T, JCAN FEA#FZ 51T L 72
WHFEE ZENT 5,

GlobalSign 1%, % DFHEFT OFEE DOIEENEG | 22 U 5545 H 12 JCANREHEZ FEIT L7avy,

LRA 1%, HFHEE TR -> TRHT 5 JCAN GEHFZERIZIV T, JCAN EERICIEM L #R %
RHT2EBEZR D,

JCAN FEAERITOHFEICHSIT S TV DRI, SHFEEICHH TAERINTZ LD TR
TIT7e B 720,

4.2. Certificate Application Processing (GiFPH 2 H 5& T <)

LRAs shall verify the Subjects and users through the verification steps prescribed in Section
3.2 at the time of vetting per every certificate issuance request. In case certificates are requested
to be issued with the information succeeding that included in the JCAN certificates previously
used, the record of verification may be reused.

LRA %, JCAN GEHZED K HFEICXT A HARIC, 3.2 HIZESWTH TV =7 hOh & i H
FHOMRZITORITIITR G720, FRNFHH LTz JCAN FEBEICE FL TV o iFH & F
—DFERPHFENZRO JCAN FEHFEICE TN D56, BAtiiikz HFAIH B TH 5,

4.3. Certificate Issuance GIEBHEDFEAT

After the verification of Certificate application, LRAs submit the Certificate issuance request

to the JCAN Public CA securely.

If there is no problem in the request, JCAN Public CA issues and distributes certificates

following these procedures:

e If PIN code is included in the request, JCAN Public CA generates Key Pairs securely,

issues certificates, creates PKCS#12 file, and enables downloading the file.
Then LRA downloads the file and lend it to the user;
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¢ If PIN code is not included in the request, after inputting the PIN code, JCAN Public
CA generates Key Pairs securely, issues certificates, creates PKCS#12 file, and enables
downloading the file. The user then downloads the file directly from the download
servers. The passwords required at the time of downloading is separately informed
from the LRA to the user.

After certificate issuance, LRAs record the user name.

4.4. Certificate Acceptance GiFFAE D 1H)
The issued certificate is deemed to be accepted by Subscribers upon either of these conditions:
¢ If PIN code is included in the request: when the LRA delivered the certificate to users,
or when the LRA delivered the certificate to the field where users only can access LRA;
e If PIN is not included in the request: when the Subscriber finishes downloading the
certificate.
NOTE) Issued certificates will be deleted from the download servers after a certain period of

time has passed.

4.5. Key Pair and Certificate Usage (#&~=7 L FEHEDOF|H)
4.5.1. Usage of Private Key and Certificate by Subscriber (F|i#1C & 2 sk, K OGEEHED
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fiti /)
The obligations are described in Section 1.3.
F#H5IX 1.3 TSR

4.5.2. Usage of Keys and Certificates by Relying Parties (fFEE1Z & DA, K OGEHEDME
)

The obligations are described in Section 1.3.
FH5IT 1.3 TSR

4.6. Certificate Renewal GiF-HHE D 5 #7)

If JCAN certificates are renewed, upon receipt of the request, LRA shall authenticate Subject
and identify users following the procedures in section 3.2. Private keys bundled with the
requests shall be brand-new per each time.

JCAN FEHEZ EH T 5B, LRA IZHFEICK L, 32 HIZESWTH T V=7 FO@sl & ERE
DHERZATORITITR SRV, HFEICHDIT b TV LRI, HIEmICHR TR I
HDOTRL TUTR BN,

4.7. Certificate Re-key (RIFAHZE 7§ 5 HT)

If JCAN certificates are re-keyed, upon receipt of the request, LRA shall authenticate Subject
and identify users following the procedures in section 3.2. Private keys bundled with the
requests shall be brand-new per each time.

JCAN GERAEIC X LB D8, LRA ZHFEICK L, 32 HIZEASWTH T V=7 MOl &
FERE DR LATORTNITR LRV, HEEITHDT 5TV O ESL, BREmEICHTHH TAK
SN D TR TFERBR,

4.8. Certificate Modification GERAE L& HOIEIE)
Certificates modification does not apply to JCAN certificates.
JCAN GERAEOZEE X, BH L2V,

4.9. Certificate Revocation and Suspension GIERAE D 550 & Oh /) O —FFE1E)
Following the circumstances below, JCAN certificates are revoked within 72 hours and CRL is

updated.

1. LRAs revoke the certificates after implementing the checking procedures in Section 3.4 when

LRAs accept the contact from Subscribers by Email concerning following matters:

e Any Changes of the data recorded on the JCAN Certificates;
e Loss or theft of PC or Media in which JCAN Certificates are installed.
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e When the reliability of the JCAN Certificates may be damaged.

2. LRAs or JCAN Public CA revoke the JCAN certificates at each of their own discretion if:

o The Subject became not related to the ORGANIZATION due to the work termination,
organization transfer, or termination of the organization.;

o Any Subscriber has breached the obligations under this CPS and/or the rules defined by
LRAs;

e An error or false is recorded on the certificate;

o Private Key or CA Private Key becomes compromised;

e The planned or unplanned timing when LRA’s Accreditation gets invalidated.

e JCAN Public CA terminates its services;

GlobalSign decides to revoke any certificates for other reasons.

If LRAs revoked certificates, they inform Subscribers of the revocation. If JCAN Public CA
revoked certificates, they inform Subscribers of the revocation.
Once any certificates is revoked, it shall not be reinstated.
The integrity and authenticity of CRL shall be protected.

Certificate suspension does not apply to JCAN certificates.
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(T, LRA#H THIHH IR O@MZ T 5,
—H JCAN GEEN RSN 6, BIRERZRW,
CRL mseett &L HIEtiIfR#E SN 5,

AERAE D21 O —kefs 1R 1% JCAN FERAEITEZ Y L7V,

4.10. Certificate Status Services GIFIAED A7 — % AFH P — B R)
JCAN Public CA provides Subscribers and Relying Parties with CRL services. JCAN Public
CA offers certificate status confirmation services, including Web interfaces, to LRAs.
JCAN kX, FIAE KM ORGES 2% LT, CRL ##fit4 %, JCAN §RFERIEX LRA (ZxFL
T, VT A2 —7x2—R%Et, JCANGEHEART — & X fFRP— v 2 Z2#{kT 5,

4.11. End of subscription (FJFH D& T)
Subscription of JCAN certificate ends when a certificate is revoked, expired, or the service is

terminated.
JCAN FEAEZEOFIHIX, JCAN GERIZEDORZ), ARG T, I —ERABK T Lz & XITHk
TT5,

4.12.Key Escrow and Recovery (¥ ——= 27—t 1) 31 —)

CA Private Keys are never escrowed. GlobalSign does not offer key escrow services to
Subscribers.
PREER ORMERITITEE (= A7 r—) SN TIEAR 570, GlobalSign [IFIHEIZR L THF—

TR a—H—ERE B0,

5. Management, Operational, and Physical Controls (F¥H), ERK. WENEHE

®)

5.1. Physical Security Controls (%)% 1)
JCAN Public CA implements high-security controls within the data center. These include

restricting personnel and physical access using electronic security mechanisms. Especially
in certificate generation and revocation management, monitoring and alarming systems are
equipped to detect, record, and react in a timely manner upon any unauthorized and/or
irregular attempts of access.

The Data Center implements preventive measures against water damage, earthquakes, fire,
and other disasters as well as other structural measures to prevent physical damage to the
facility.
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The access to the CA is restricted to the members who are designated on the Access

management list. Visitors to the Data Center must always be accompanied by these members.
JCAN FRGER 1X. CA ORR(FOBEBMEICKHE L T, AW - W2 T 7 & A & . BB
X2 VT A A=A bOomEREF2 )T rarbr—e, T2 —HNITRE
T2, FRZFEAZFA L ORE BIZ IV TR, AR R BER L Bk s £ DY Y — AT 7
‘Exﬁ“éﬁ%ﬁf@X ixﬂﬁﬂiﬁ%ﬁ?f%*ﬁﬂj Bek, XIhT 52 EZARRICT H7ORITHND,
T—FvUEZ—iF. KE KK EOMDKEERGITZT IR VEE L PSRBT
%)

CA FRE~DT 7B RZ, T 7RG 2 MIEZEHENT A U A—ICHIBT 5, F— &%
—~OFFE X, BICYZEA U A—ICRES TR T IIER B,

5.2. Procedural Controls (G-t = A% HE)

JCAN Public CA follows personnel practices that provide reasonable assurance of the staff’s
trustworthiness and competence in technical operation.
All JCAN Public CA personnel in trusted roles shall be free from monetary or internal or
external pressures that might impact the equity of CA operations.
The trusted role of JCAN public CA is following.
Certification Authority Manager : The responsibility for all the necessary tasks concerning
operation of CAs, including any outsourced JCAN public CA.
JCAN Public CA implements risk assessment to evaluate risks and determine the necessary
security requirements and operational procedures. The risk analysis is regularly reviewed
and revised if necessary.
JCAN F8FER 1%, BEROEEME & R OBIN R EFEITICOW T, SERRIEZ 24T
T ONFEEERMT D,
FEHINL&EEZHE S JCAN REER OFEEIX, CA EHOAVYIZR/EOLELIND LLna
SR BLWTNE R OSNEN O DIET) DR ZZ TN b D & T 5,
JCAN LR DEH SN EBNTIILL T2 E T,
AEREEE A CA OEMIRL B TOLBEREEDOEMELHA S, LitHEIT JCAN 3EF
A OEFERICHEAT D,
JCANFFER 13, VA7 Z3Hl L, MEREFX 2 U T ¢ BRFIH L EE FIRZRET 5720 D
YA TEAA S FEEfT D, VAZoHITERREL, LERHNITEET D,

5.3. Personnel Controls (A& = Fra—)L)

5.3.1. Qualifications, Experience, Clearance Requirements (&%, ®&BR M OV 75 D EA(F)
The personnel to be assigned to trusted positions are screened and managed following Section
5.2.
BRESNIEEBICOSERIL, 52HIZH E OV THAINEH N D,
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5.3.2. Training Requirements (WF& ZE{1t)

JCAN Public CA offers training to their personnel assigned to CA operations.
JCAN iERIL, REEGE EITT 200 EL, ZFOEEICEMT 5,

5.3.3. Retraining Frequency and Requirements (FF-HHE 0 A FE K ONFEAS:)

Personnel are retrained for the purpose of renewing and keeping the knowledge of

operational procedures on an annual basis.

Foe SOV T OGO BT & MR 2 BENIC, FERICTHIMEZ T DHEBIZER T 5

5.3.4. Sanctions for Unauthorized Actions F&& 53V TR W TENZ X9~ 5 128)

JCAN Public CA will take disciplinary actions toward personnel who perform unauthorized
behaviors, use unauthorized authority, or use unauthorized systems.
JCAN FEiER 1%, BOLNTWZRVTE), OO TWRWHEROEM, B bhTniny
A7 LOMHAZ LIZERICR L, @ TRV &l LRI AT 28 n3dh b,

5.3.5. Documentation Supplied to Personnel (% E 2242 &k}
JCAN Public CA publishes documents to personnel on the first day of training and between

other training sessions.

JCAN FER 13, WIRIDOHHE & £ DfOBHED B, EEIZx LEH 7+ 5,

5.4. Audit Logging Procedures (B4 = 77 D Fofi &)

JCAN Public CA shall implement Audit logging procedures. These include logging of audit
events, and audit systems implemented for the purpose of keeping a secure environment.
JCAN Public CA records the following information from startup to shutdown of the CA
system.

JCAN FRER 3. BEhv 7 OFpE TS 2, ZHulid, X =27 RBEREAHMER T2 AR TE
éht%«/buﬁk EBERY—Lou s EET,

JCAN F%FE/D 1Z, CA VAT LOEENL VAT LAYV Y v N U TROEHRZ ekt 5,

5.4.1. Types of Logs to be Audited (B %9~ % 1 7 OFEH)

JCAN Public CA implements the following logs:
JCAN bR 13, LT oitskzEET 5,

(1) System Logs & AT AT+ 21 2)
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Issuance of certificates;

Revocation of certificates;
Publishing of CRL;

Others (such as Logs containing local network components).

(2) Records regarding entry/exit and operation of CA private key (NiB=E L CA FEHEDHE:
TEICBE9 25080

¢ Records of physical entry/exit to the rooms where CA systems are located;

¢ Records of operation and lifecycle management of CA private key.

5.4.2. Audit trail records contain (4> —/L oo ZiZE&ENHIHH)

e Identification of the operation;
e Date and time of the operation;
e Identification of the certificates involved in the operation;

e Identification of the persons that performed the operation;

e A reference to the request for the operation.

5.4.3. Frequency of Processing Log (B4 1 77" % QLR 3~ 2 AH )

Designated personnel are periodically assigned to inspect the log file for detecting and

reporting anomalies.

5.4.4. Storage and Protection of Records and Backup GEEkDOIRAT &R, KONy 7 T v )

The log files and audit trails are recorded. These are appropriately protected with access
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controls. These log files can only be accessed by a person assigned to JCAN Public CA or by
the appointed auditor.
The event logs cannot be easily deleted or destroyed during the retention period. Backup
containing sensitive data is securely disposed of when no longer required.
JCAN FBiiEm LV fEmaInic A, RO ESNICEBENCLIREDTZD, v 777 AV ELE
BAEBNIRIF SN D, THDIE, 77 2 XM L EOICk#ES L. Ny 2T vy T ER
2,
AN b a7 RN ER SN DB PICAE S ITHIFRPHBEES LD T ENTE R, HET —
BaamienNy 7T v R, BELEINBRWERITERIIAHE EIND,

5.5. Records Archival (7 — 711 7 %55

5.5.1. Types of Records Archived (7 —7% A 7 X i1 5 Fdk D FiH)
JCAN Public CA maintains the details of all CA Certificates, audit trail of issuance and
revocation of CA Certificates, certificate request information of CA Certificates, CRLs, log
files, and other records which support the application of CA Certificates. These records are
maintained through reliable methods.
LRAs retain the information required for Subject’s registration (c.f. consent forms and

agreements, vetting records, verification records, etc.) through reliable methods.

JCAN FERER X, CA FEMIZE. CA GEMIEDIRIT - KYDE AT —~ . CRL, CA FEHIEHGE
., m 27774, KO CA GEHERFOERM I EROREZ, [FEMEDH 57 TR
EF

LRA IF, 7 V=7 FOBGIEN SN2 HRIAEE, FEHAR, ARG RS & E8EED
bHFETHRETT 5, APL##¢9 % LRA (3. JCAN REHERITICNR D 1 7B & LD H
D L TIRFFT %,

5.5.2. Retention Period for Archive (77— A 7{-AZHI[E)

JCAN Public CA retains records of JCAN Certificates, JCAN Public CA Certificate, and LRA
Operator Certificates (where these certificates are issued from JCAN Public CA) for at least
10 years after the Certificate is expired or revoked.

Archive containing sensitive data is securely destroyed when no longer required.

LRAs retain the information required for Subject’s registration (c.f. consent forms and
agreements, vetting records, verification records, etc.) for at least 7 years after the Certificate
is expired or revoked. LRAs accessing the Admin portal by API retain the logs of certificate

issuance for at least 1 year.

34 | 54
Ver 6.0



JCAN G/ 1%, JCAN FERAE, JCAN GERER REMAER TN 7 7 & AGEREMGE®E (G817 L7z
) Oftdkz. AHHIRIINE, UIRRR, P L 10 FERIRFFT 5,
WET =2 2aqh T —A 713, BELESNBRWEGEIILZEITHESND,

LRA X, V7 V=7 FOBRGITHEA SN DEREY., AHIBRYINE, TEkE, bl
b 7TEMERET S, API#:6:9 % LRA %, JCAN GFHERITIR L v ERE, bl b
1 ERFREFT 5,

5.6. Key Changeover (§&xz#4)
The Key Pair generation of JCAN Public CA is managed by more than 2 authorized staff with

HSMs and m of n controls according to the procedure described in section 6.
The procedure of re-generating JCAN Public CA keys is as same as the procedures in the
previous sections.
JCAN FFEfRm DT DAL, 2 AU EOEMINICAZ 728D, 61 ([Tfi# T 5 F
JEIZHE~> T, HSM ETHORE TS AT A TEHIND,
JCAN FFERm OERT OFARFIT, FRROIHO#EREFR T TH D,

5.7.  Compromise and Disaster Recovery (fE5a{t & OV E M 5 DI H)
JCAN Public CA maintains the records of reporting, backup/restoration, and handling

procedures of incidents and compromises in internal documents. JCAN Public CA documents
the recovery procedures for the circumstances where computing resources, software, and/or
data are corrupted or suspected of being corrupted.
When an algorithm is compromised, JCAN Public CA implements the following:
e Inform all subscribers and relying parties with whom the CA has any agreements, as
well as the other stakeholders; and
* Revoke the affected certificates.
JCAN FRGER 11X, A 7 v P ROEFMEDRRBAE L IZGEOME L Ny 7T v 7FHET & B #
WEFERLE . WEICE L LTREFT 2, JCANGRRER 13, a2 Ea—2 %R, Y7 hov=7, Xt
T —Z DR LTSI 518 IR Rt e CEb T 5 CREEIAEHR),
TN TY ZANREIAME LTE5E . JCAN BEER (3L T2 EkT 5 -
o ETOFIMZE, CA LREEFELRDL TV ORFEE. TOMBREIZHOE D
o WA ELRYT D

5.8. CA or RA Termination GEFE/R XX RA OBEEIE T)
When CA or RA is terminated in a planned way, Subscribers and Relying Parties are notified
with a sufficient amount of time from the timing of termination. When CA or RA is
terminated unexpectedly, GlobalSign pays effort to minimize the disruption and ensures that
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Subscribers and Relying Parties are promptly notified. GlobalSign revokes all issued
certificates in principle and destruct CA private keys.
CA T RA ZFHEENCK T 2HE1E. K TR SISO R 2 b > THHE LT
MREEE K T A2 BT 5, THERK TICH - TE, REDB/INRER D X 58D, FIHE
K ORRFEE D3 HRLNCEIZ ST 2 2 & 2RFET D, JRAIE U TRITH A DREAE 2 2 TRY)
L. CA WERzHET D,

6. Technical Security Controls FEifHIE X =Y 7 4 BH)

6.1. Key Pair Generation and Installation ($#~_7 AN A A h—/L)
6.1.1. Key Pair Generation
(1) CA Key Pairs (CA #ED7)
A Hardware Security Module "HSM”), which is one of Cryptographic Modules, is used to
securely generate and manage CA private keys.
It is confirmed that HSM has not been tampered with during shipment and delivery.
Certificate and revocation status information signed by HSM is not tampered with during
retention.
CA WEHROEX 2 7 RAEREERITIE, BKEEY2—AO—HETHLNN—FRU=TtFx=2l
T4 EY2—/L (HSM) A5,
HSM &, #iEHICBZ S A SN TN & 2 iERT 5,
HSM TE4 L TW5REHE & RZORIFERIT, RESHTODRICKE SR,

(2) Subscriber Key Pairs (Fl] & D#E~27)
When JCAN Public CA generates the private key on behalf of subscribers or LRAs, the key pair
and CSR is generated following secure key generating procedures and the key generation policy
described above.
Subscribers do not generate private keys to request JCAN certificates.
JCAN R 2VHIHE XiT LRA (2> TRHEROLENRZT 5 5alE, B 2 7 g+
JEZ AT, ERESEERR DR Y o —IZHEHLL T PKI O#~7 KT CSR 4T %,
JCAN GEEZ BFF 3 572012, FIHHIC L D MERO LRI TR,

6.1.2. Private Key Delivery to Subscriber (Fl| 3 ~DFi % DB AR)
JCAN Public CA obliges subscribers to use strong PIN codes. These PIN codes protect
the generated private keys formatted in PKSC#12.
JCAN FERER 13, HFEEICMEZR PIN OHZ&:EMT. 4i% PIN 2 W TRE#REZ ST
PKCS#12 EXDOK SALGEAE N>y 7 — (LUF [ PKCS#12 JEAGEAE] L)) Z4AEKT
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Do

6.1.3. Public Key Delivery to Certificate Issuer GEHZERITH ~DABRFEOEAR)

GlobalSign only accepts Public Keys from RAs that have been protected during transit and have
had the authenticity and integrity of their origin from the RA suitably verified. RA’s shall only
accept Public Keys from Subscribers in accordance with Section 3.2 of this CPS.
GlobalSign IX. RA "HAmESINHRENRE SN TR, TORIFITOWVWTOEEM L T
PP EYNREES NI AR O 22T AiD, RA 3K CPS @ 3.2 THICHEHLL TV D56
DI, FIHENS DRFRAFEZZ T T DD ET D,

6.1.4. CA Public Key Delivery to Relying Parties GRFE/RIN> & MaEE ~D BRI AT )
GlobalSign ensures that its Public Keys are delivered to Relying Parties in such a way as to
prevent substitution attacks. Commercial web browsers and platform operators are encouraged
to embed Root Certificate Public Keys into their root stores and operating systems. Issuing CA
Public Keys are delivered by the Subscriber in the form of a chain of Certificates or via a
Repository operated by GlobalSign and referenced within the profile of the issued Certificate
through AIA (Authority Information Access) .
GlobalSign |IHRFEE ~DAFEEDOEAMIZI T, HOT VR LM e, HISOHIETEHEIT
HOZLEFRIET DS DT D, METTVYROT Ty FT7 =2 AN —F—iF, L— b
Z b7 KO OS 12— FREAFEARELMEA o2 LRI TV D, FIT CA DR
%, FEEOREE XX GlobalSign 2iEE 325 LAY MU 25 L CHIAE D LB S 4L, ATA
GRAEHER T 7 & 2 fF#) 2l U CITIHHREAED 7 r 7 7 A VN TERREIN D,

6.1.5. Key Sizes (§&£)
JCAN Public CA private RSA key length is 2048 bit or longer with the signing algorithm of SHA-
2 (256) or above.

JCAN BRERAEg L, R 2% 2048bit LA ED RSA # T, SHA-2 (256) LLEDEALAT VT

U X L% T 5,

6.1.6. Public Key Parameters Generation and Quality Checking (/ABR#E/XT A — & —A K O
i B R )

GlobalSign generates Key Pairs in accordance with FIPS 186 and uses reasonable techniques to

validate the suitability of Public Keys presented by Subscribers. Known weak keys are tested

for and rejected at the point of submission. GlobalSign references the Baseline Requirements

Section 6.1.6 on quality checking.
GlobalSign % FIPS 186 OHEICEWVEEEZ AR L, E-FHE DRERIN DO G %
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WE e B2 AV TRIET 2 b0 L35, BEAOMTREEITIMIES L, ERHEICESR SN
%, GlobalSign . SEMAICEI L Baseline Requirements @ 6.1.6 EHAZZR4T 50 L4
%

6.1.7. Key Usage Purposes (as per X.509 v3 Key Usage Field) #of#H HHI(X.509 v3 §HfE H 7
A —/L FIZHEN0)
GlobalSign sets key usage of Certificates depending on their proposed field of application via
the v3 Key Usage Field for X.509 v3 (see Section 7.1). The Private Key of JCAN Public CA is
used to sign JCAN Certificates and CRLs.
GlobalSign 1%, HFETIREIND 7 4 —/L RIZ L7, sEAZEICB T 280 g%, X.509 v3
BEMN 7 =V NCXOVRETDHDOLT D, (7.1 HESHR) JCAN FBRER O #EIT, JCAN
AEAE L FERE R Y X FOELITEN S D,

6.2. Private Key Protection and Cryptographic Module Engineering Controls (Ft%%
PR N O 5-E ¥ = — /L ECATE B

6.2.1. Cryptographic Module Standards and Controls (f 5{LE ¥ = — /LoD FLHE K OVE )

GlobalSign generates the private key of JCAN Public CA with the devices of FIPS 140-2 level 3

or above.
GlobalSign % JCAN #HAEm O fLE % FIPS 140-2 level3 LA EDT /A AT THKT 5,

6.2.2. Private Key (n out of m) Multi-Person Control 4 ##(m F n) #HEO NBIZ XL 5 EH
JCAN Public CA manages the CA private keys following its documented procedures.

The generation of the CA private key requires multi-personnel control by more than two

authorized staff serving in trustworthy positions.
JCAN F8RER 1%, CEL SN FRIHE- T CA FiERZ2EHT 5, CA OWEHROARKIT
BESHhEE 2 L EOBBIC K OHAEERZNIEL T 5,

6.2.3. Private Key Escrow (FAE#ED T A 7 1 —)
GlobalSign does not escrow Private Keys for any reason.

GlobalSign &, AMA72 5H 2k L THMERLZHE =FHHET D DO TITARL,

6.2.4. Private Key Backup (BE§HED > 7 T v )
If required for business continuity GlobalSign backs up Root and Subordinate Private Keys

under the same multi-person control as the original Private Key.
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6.2.5. Private Key Archival (FBAE§ED T — DA 7))
GlobalSign does not archive Subscriber Private Keys and ensures that any temporary
location where a Private Key may have existed in any memory location during the generation

process is purged. Once the subscriber or LRA receives the PKSC#12 file, GlobalSign destroys

all the relevant instances none of the generated private keys and PIN codes are archived.

6.2.6. Private Key Transfer into or from a Cryptographic Module (55 ¥ = — /L[] O FLH RS
17)

GlobalSign Private Keys are generated, activated, and stored in Hardware Security Modules.

When Private Keys are outside of a Hardware Security Module (either for storage or transfer),

they are encrypted. Private Keys never exist in plain text outside of a cryptographic module.

6.2.7. Private Key Storage on Cryptographic Module (i 5-E ¥ = — /VIZE 1T D BB FEDR-AT)

GlobalSign stores the private key of JCAN Public CA in the devices of FIPS 140-2 level 3 or

above.

6.2.8. Method of Activating Private Key (B D 7 7 7 « 7L J51%)

GlobalSign is responsible for activating the Private Key in accordance with the instructions and
documentation provided by the manufacturer of the hardware security module. Subscribers are
responsible for protecting Private Keys in accordance with the obligations that are presented in
the form of a Subscriber Agreement.
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GlobalSign 1IN—RY =7 &% 21T 4 E Y2 —/LORIETH RS 2 R HFICHE, B
BRET 7T 4 7T LBEEEAT 5, FIAEIE, RN SN D R/, R E
HETLOEEEAT D,

6.2.9. Method of Deactivating Private Key (FBAESRDIET 7 7 1 7L 1)
GlobalSign ensures that Hardware Security Modules that have been activated are not left
unattended or otherwise available to unauthorized access. During the time a GlobalSign CA’s
Hardware Security Module is on-line and operational, it is only used to sign Certificates and
CRL/OCSPs from an authenticated RA. When a CA is no longer operational, Private Keys are
removed from the Hardware Security Module.
GlobalSign IZ7 77 4 7fbSien— R =7 X2 UV T 4 EV 2 — A E2HEET, FARIE
T 7R ADE BRI LW Z &2 RFET D b D & T 5, GlobalSign DN— Ry =7 &3 =2
VT AFVa—VRAYT A VpOBRAFARERR, FERHEAXORIEH» RA 250
CRL/OCSP DEAICOMEMSND, BIERPEERILERDEE, ZOMERIN— U =T
XU T 4BV 2 AnDHIBRERD,

6.2.10. Method of Destroying Private Key (FA% $ DRl HE J51%)

CA Key Pair re-generation and re-installation is, following the Sections of 6.2, implemented at

any suitable time before the expiration of the previous pair.

GlobalSign Private Keys are destroyed under multi-personnel control at least by two trusted
personnel when they are no longer needed or when the Certificates to which they correspond
have expired or have been revoked. Destroying Private Keys means that GlobalSign destroys
all associated CA secret activation data, including backups, in the HSM in such a manner that
no information can be used to deduce any part of the Private Key. The Key destruction process

1s documented and relevant records are archived.

CA AT OFAER L FA 2 A =L, 6.2 HOBEILHE, AAHIRATOEE) 2 BHNAT .,
GlobalSign DOFEHREIX, RUEL oo ol L <IERHS T 2REAE NS HIREIN SUT KR L 72
B, BIEESNT 2 LU LEOEEDONEVWDO FICHESNS, MERELBETIICHEY
GlobalSign (IFEHED I 72 HE/y bHEE SNV L D, Ny I T v 7 &ED, HSM NOR
W BFBEROM BT 7T 4 _"—va T — A2 TEMET S, BOMEEONIITCELL,
B3 % IR T T D,

40 | 54
Ver 6.0



6.2.11. Cryptographic Module Rating (i 5 3 = — /L)

See Section 6.2.1
6.2.1 IHAEZMH,

6.3. Other Aspects of Key Pair Management ($~7 & B2 BT 5 F Dol HE)
6.3.1. Public Key Archival (ABI#ED 7 —H A 7)
Issuing CAs must archive Public Keys from Certificates.

GlobalSign IFFEAFE DAL 7 — I A 7 LT UT e 6720,

6.3.2. Certificate Operational Periods and Key Pair Usage Periods (GIEB & 0 #afF rl BEHAE Kz OF
AT O IR)

Certificates shall have a maximum validity period as in the chart below.

The Key Pair usage period can be up to the Certificate Validity Period. Certificates signed by a

specific CA must expire before or at the end of that CA Certificate Validity period.

Issuing CAs must comply with the external requirements with respect to the maximum validity

period, in some cases thereby reducing the effective available Certificate term. In some cases,

the maximum validity period may not be realized by the Subscriber in the event the current or

future external requirements impose requirements on Certification Authorities relative to

Certificate issuance that were not in place at the time the Certificate was originally issued,

particularly in the case of a request for reissuance, e.g., additional requirements are included

for identification and authentication for certain Certificate type, or maximum Validity Period is

decreased.
TV w7 IEE SIS GlobalSign OFEAEIIHRE CTRLORICERL G 0HME2F>H O
T2,
AT ORI, HRARTIEAE L R CADMRICRET SR TE S, FED CAICE
> TEL INFEHFIL. 2D CAFERAZEDO AR £ 72 2 AR RS L2R2IT IR B 720,
GlobalSign FEPAEIL. FREAZHIFNICE LAMBESRICHERL L 2T TR b0z, £ it
> GEREZEOADHM 2 EM T 256035 5, MMEOFEAERZN LY bEWERIBIRK OS5
%, IR U TR I TE DA E THBITHAAREE 72D, BT UL ROINBE R DY, FiE
BAZE D BN FEAT ST RE R CIEEEME S LTV e Dy o T FERR ERATIC R U CRRGEFERR I B 2
I GE. FICEHBITOREN I EICE VTR, FIAERRERKD AMEES T
N ERH D, Bl B DHIEHEORIEIC OV CIlEI & OFEREIC X 2 BIMEBEEHNE TN 55
By XITRROARHFENEN ShdHEE

Type / &3 Private key usage / & # D | Max validity period / %EH
R ZhAf]
JCAN Public CA Certificate | Certificate Signing, 18 years
Off-line CRL Signing,
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CRL Signing (06)

JCAN Certificates Digital Signature, 825 days
Key Encipherment,
Data Encipherment (b0)

6.4. Activation Data (7 7 7 4 7{bF — %)

JCAN Public CA securely stores activation data associated with its own private key and

operations.

JCAN BBRER) 13, HCOMER L EBICEET DIEMH LT -7 2 X2 7ITRET 5,

6.5. Computer Security Controls (2> B2 —% X2 UTFT 2 br—/)
JCAN Public CA implements computer security controls such as keeping integrity and
confidentiality of CA systems, such as protection against obsolescence and deterioration of
media, etc.
JCAN FBIER 13, CA ¥ 2T LR OB E B D se 2 MEHERs . IR L & H{LDRFEF D =
y81~&f%1)?4%ﬁ%%%¢50

6.6. Lifecycle Security Controls (71 7% A 7/ %2 UF 42 hr—)1)

When develop, install, or change software, this software is analyzed from the designing phase
and subject to tests on the test environment. The release of this software is implemented
after the approval by the responsible personnel.

Y7 MU =T OBRFE, SR %E%ﬁ SHEIE. X2 U T 4 BERFEEHEZ SO EITESWD
TRRFHIARDE N B M L, &5t A2 L7 ETT A MRETT XA L, BEEOERBORE,

FEREE ~V ) —27T 5,

6.7. Network Security Controls (xv NV —27 &% =2 U7 s> ha—/)

JCAN Public CA network is protected by firewall and intrusion detection system.
JCANFGER OF v T =213, 77 AT U4 —/VERERMI AT LMLV IRES N D,

6.8. Timestamping (¥ A LA X )

(No stipulation)
(HEZRL)
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7. Certificate and CRL Profiles GEFAZEE O SEHERZIV A N 077 A)V)
7.1. Certificate Profile GFBHE 1 7 7 1 /1)
7.1.1. Version numbers ('N"— 3 V&)

The profile of JCAN certificate follows the X.509 Version 3 Format.
GlobalSign %, X.509 N— =z 3 [ZH- TT VHINLEHEEZRITTH D LT 5,

7.1.2. Certificate Extensions GFEHEHLIE)

GlobalSign issues Certificates in compliance with RFC 5280 and applicable best practice
including compliance to the current Baseline Requirements section 7.1.2.1 through 7.1.2.5.
Criticality also follows best practice to prevent unnecessary risks to Relying Parties when
applied to name constraints.
Subordinate CA and end entity certificates include an Extended Key Usage extension containing
KeyPurposeld(s) describing the intended usage(s) of the certificate. The KeyPurposeld
anyExtendedKeyUsage is not included in publicly trusted end entity certificates.
GlobalSign 1%.RFC5280 K O'HifE®D Baseline Requirements @ 7.2.1.1 7°6 7.2.1.5 A&
DEAMERNANT T 7T 4 AT/, EAELZETT 2O LT D5, AHTOHIR
(NameConstraints) 03 i% & SN A, MAEE #RERY R 0 bAFH7edlc, BEEQ VT
ANV TANTOWTUERA N T I T 4 A > TRESN D, V7RIEEAKR N =
T AT AR EX, GEAEOHEHA BN EZFHIT 5 KeyPurposeld(s) % & e Extended Key
Usage =7 A7 ¥ a &5 Te, KeyPurposeld &8 ExtendedKeyUsage (%, /37 U v 7 Z{8
SN DREHE IZITEENR,

7.1.3. Algorithm Object Identifiers (7 /L = U X L3551 1)

GlobalSign issues Certificates with algorithms indicated by the following OIDs:

SHA256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 11}

SHA384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 12}

SHA512WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 13}
GlobalSign 1%, Fit® OID (ZRasNdT7 NIV AL THEHELZRITTHA2HD LT 5,
SHA256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 11}
SHA384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 12}
SHA512WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 13}

7.1.4. Name Forms (4 FijE=0)

GlobalSign issues Certificates with name forms compliant to RFC 5280 and section 7.1.4 of the
Baseline Requirements..
GlobalSign |, RFC5280 |Z7¢ 5 4 iK% (¥ Baseline Requirements @ 7.1.4 IHICYEHLL

43 | 54
Ver 6.0



TREAFEZHITT 5,

7.1.5. Name Constraints (£ ijfl#9)

GlobalSign may issue Subordinate CA Certificates with name constraints where necessary and
mark as critical where necessary as part of the Trusted Root program. When name constraints
are NOT set on a Subordinate CA, such CA must be subject for full audit specified in section 8.0
of this CPS.

GlobalSign name constrains using the following methods:
If the certificate includes the id-kp-serverAuth extended key usage, then the certificate MUST
be name constrained with constraints on dNSName, iPAddress and DirectoryName as described
in section 7.1.5 of version 1.3 or later of the Baseline Requirements.
If the certificate includes the id-kp-emailProtection extended key usage, it MUST include the
name constraints X.509v3 extension with constraints on rfc822Name, with at least one name in
permittedSubtrees, each such name having its ownership validated according to section 3.2.2.4
of the Baseline Requirements.
GlobalSign MAY also include name constraints on certificates with the id-kpemailProtection
extended key usage with constraints on dNSName, iPAddress and DirectoryName as described
in section 7.1.5 of the Baseline Requirements
GlobalSign X/ Z|Z)% U T4 RO #ilFR (NameConstraints) % 3 i L T FAZ CA FERHE % 31T
L.¥7% TrustedRoot 7 1= 7 7 LA @O —#H & L THE R HICITZE N % &
HE L L TCRET D, FM#EIERICAH AT Ol BB NameConstraints) 235% &
ENTVARWEES, 0 CA IIA CPS ® 8.0 HIZEHIN TV I EHEEDOKHRIZE Fi
RITHUTTR B2,

GlobalSign D4 HiDH|fE(NameConstraints)iL, KD HiEEMEHT 5,

AEBAENY id-kp-serverAuth extended key usage % & #0854 1%. Baseline Requirements /N—
Tar 1.3 LL o 7.1.5 HIZFEEHOEY dNSName, iPAddress, & ' DirectoryName (Zifil
IRE& DT 2T TR B0,

AEBHE)Y id-kp-emailProtection extended key usage % & 1044 . Baseline Requirements ™
3.2.2.4 HIZ WAL RIESNTAELARTO 5 B K&K 1 DI permittedSubtrees (ZJ/&3 &
W9 rfe822Name (ZHIRAS 2o 7z X.509v3 JEBE T D4 RO HIBR(NameConstraints) % & &
DR U E AT A AN

GlobalSign (% Baseline Requirements @ 7.1.5 HHIZHEVY, id-kp-emailProtection extended
key usage D FERH (2% dNSName. iPAddress. M " DirectoryName (Z 44 fij @ il [}
(NameConstraints) 2215 Z & L A[E TH D,

7.1.6. Certificate Policy Object Identifier GEBHER U o —ik51)
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GlobalSign follows Section 7.1.6 of the Baseline Requirements.
GlobalSign % Baseline Requirements @ 7.1.6 MHE|ZHE D,

7.1.7. Usage of Policy Constraints Extension (8 U > —#ilFHL5E D )

No stipulation
(BEZL)

7.1.8. Policy Qualifiers Syntax and Semantics (7K U o —{&fifi 1 DA ST & E LK)
GlobalSign issues Certificates with a policy qualifier and may include suitable text to aid
Relying Parties in determining applicability.
GlobalSign 1%, MRAEHE RN ENZZIT ANFRENE D 2 TE D L o2, AU —Effif &
WER T XA MEBZDLI LN TEDRTT VHNAGERHZFLRITT 2,

7.1.9. Processing Semantics for the Critical Certificate Policies Extension (7 U 7 ¢ #1 /L 72 3EH
ER Y —HERIZ OV T ORI )

(No stipulation)
HEZRL)

7.1.10. Serial Numbers (3 U 7 /L&)

Each Issuing CA must issue certificates that include a unique (within the context of the Issuer
Subject DN and CA certificate serial number) non-sequential Certificate serial number greater
than zero (0) containing at least 64 bits of output from a CSPRNG.
#5417 CA 1Z, CSPRNG 6 D&KIK 64 By FO7 U M7y FaETe, 0 LU EOERE TRVH
HO FITEY 7 V=7 Ml kO CA GEHEV Y TLVESHNOa T 7 A M) GEAES YT
NEFEEZUIERAEZ T LRTIR 6720,

7.2. CRL Profile GE#JERZNY A b 17 7 A1)
7.2.1. Version Number(s) ('N— 3 &K =)

GlobalSign issues Version 2 CRLs in compliance with RFC 5280. CRLs have the following fields:

e Issuer The Subject DN of the issuing CA

o Effective date Date and Time

o Next update Date and Time

e Signature Algorithm sha256RSA etc. (Depending upon product)
e Signature Hash Algorithm  sha256 etc. (Depending upon product)

e Serial Number(s) List of revoked serial numbers

e Revocation Date Date of Revocation
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7.2.2. CRL and CRL Entry Extensions (CRL %" CRL = kU #LiE+)
CRLs have the following extensions:
e CRL Number Monotonically increasing serial number for each CRL

e  Authority Key Identifier =~ AKI of the issuing CA for chaining/validation requirements

Following extensions are supported:

e ReasonCode Identifies the reason for the Certificate revocation.

The extension is present for a CRL entry for a Root CA or Subordinate CA Certificate, including
Cross Certificates. Supported values are keyCompromise (1), affiliationChanged (3), superseded
(4), cessationOfOperation (5). The extension may be present for a CRL entry for a Subscriber
end entity Certificate. Supported values are keyCompromise (1), affiliationChanged (3),
superseded (4), certificateHold (6). The value certificateHold (6) is not supported for SSL
Certificates. The value keyCompromise (1) is not supported for SSL Certificates revoked via

ACME protocols
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certificateHold (6) Td 5. certificateHold (6)IZ-oW Tk, SSL ZFEHHEICITE TN\,

7.3. OCSP Profile (OCSP 7'u 7 7 A /J\)
GlobalSign operates an Online Certificate Status Profile (OCSP) responder in compliance with
RFC 6960 and RFC 5019 and highlights this within the ATA extension via an OCSP responder
URL.
GlobalSign 1%, RFC6960 X% 5019 I[ZHtW A>T A ViEHEAT —4% 2711 k =2L(0OCSP)
AR B ERMEL, OCSP VAR % URL Z# LT AIA LR FNTZENAL T4 M T 5,

7.3.1. Version Number(s) (N— = % 5)

GlobalSign issues Version 1 OCSP responses with following fields:
e Responder ID SHA-1 Hash of responder’s Public Key
e  Produced Time The time at which this response was signed
e  Certificate Status Certificate status referenced (good/revoked/unknown)
e ThisUpdate/NextUpdate Recommended validity interval for the response
e  Signature Algorithm SHA256 RSA etc. (depending upon product)
e Signature Signature value generated by the responder

e  Certificates The OCSP Responder’s Certificate

An OCSP request must contain the following data:
e  Protocol version

e Service request

Target Certificate identifier Following fields are supported:

e revocationReason Identifies the reason for the Certificate revocation.

This field is present for OCSP responses for a Root CA or Subordinate CA Certificate, including
Cross Certificates, and may be present for a Subscriber end entity Certificate, if the Certificate
is revoked. The CRLReason indicated contains a value permitted for CRLs, as specified in
Section 7.2.2.

GlobalSign IZUUF D7 4 —/ RE&T/R—V a2 1 @ OCSP L AR RE2HKITT 5,
« LARVA ID VARV EZ DN ED SHA- 1L Ny =

o AREE OCSP L AR ANEL S

c GEHEAT —Z R WA DEEZITIZREHED AT — 2 25N AR H)
ThisUpdate/NextUpdate L A7R > A DOHELEAE ZhitH ]

473 Y XL SHA256 RSA (M L 0 H e D)

« B VARUAIZE VARSI NTESL
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7.3.2. OCSP Extensions (OCSP #4iE)
(No stipulation)

8. Compliance Audit and Other Assessment (HERL%:EEZE Kz OVF D4t oD 3H4)
8.1. Frequency and Requirement of Audit (%4 4 } OVS:1F)

JCAN Public CA annually receives compliance audit to ensure the conformity of this service

to the requirements, standards, procedures, and service levels of this CPS.

LRASs receive the re-registration to JTS Registration requirements at least once a year in
order to have their service ensured of its conformity to the requirements, standards,
procedures, and service levels of this CPS. For this re-registration, LRAs implement internal

audit on themselves.

8.2. Auditor’s Identity and Qualification (345 A\ D& 5t & OHE /1)

Compliance audit is carried out by auditors with a firm auditing experience:

e Independence from the subject of the audit.

JCAN CPS (Certificate Practice Statement) Page 48 | 54
Ver 6.0



e  Employs individuals who have proficiency in examining Public Key Infrastructure
technology, information security tools and techniques, information technology and
security auditing, and the third-party attestation function.

. Certified, accredited, licensed, or otherwise assessed as meeting the qualification
requirements of auditors under the audit scheme.

e  Bound by law, government regulation, or professional code of ethics

Internal audit of LRAs for re-registration to JTS Registration requirements is carried out by
auditors with a firm auditing experience.
MR IT, +OoREERRE AT OIEEAPTI D LT D, ¢
o  EEAXIGN G DML
o  NPHEEMREIN, WXV T 4 - VL RUEN, IT kOt x =V 7 4B, Hi
B _HEERAET A RRICOWTEETHICHY, A LEEABZERHLTND
o B FRE. BAIEATH LD, MTEERA X — ATHESWIZEE NDOREDSRM 20T
LMl o - B, ARBUEXIHEGHEAEICLVBEIN TN DHE
JTS BEHFT D=0 LRA 73% 1) DAMBEER M O FE T 2 WEEEEIL. FoREERRE AT
DEBEANMTOIBD LTS,

8.3. Relationship between Auditors and Non-auditing sectors (B4 A\ & #REEATER A
o BAfR)

The auditors are independent from the other departments. These auditors’ involvement with
the other departments is limited to audit.
The internal auditors of LRAs are independent from the business operations in the

departments subject to this internal audit.
B ANIT, SRS OEBN LM LIS BIIH LD ET 5,
LRA OWNFEEANIL, HEEEMOER LML LEGIcH Db D ET 5,

8.4. Audit processing matters &A% IEHH)

The focal point of JTS Registrationis based on the conformance to JCAN CP and CPS.
JTS DAL, JCAN CP ¥ CPS ~OHERLM:Z .02 Thi b,

9. Other Business and Legal Matters (fth ™ £ % X K UVERIETH)
9.1. Fees (£ )

The 1ssuance of JCAN certificates requires reasonable fees.
JCAN FEHEOFITICIE., BIERBENREIND,

9.2. Financial Responsibility (W% D FT)
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JCAN Public CA keeps sufficient financial funding to offer these services.
JCAN GRGER X, AV —ERDRMEICHTZY | +o 7o MBEBE LM ERT 5,

9.3. Confidentiality of Business Information (ZE#5 1% # O 1)
Business information which JCAN Public CA maintains is regarded as confidential except
for public items such as certificates and CRL, [CP], this CPS, and other policy documents.
These are disclosed intentionally.

JCAN BiE/m 2MrFrd 2 (B ERIT. EPFE. CRL. [CPIXUA CPS ETHIRIIZAR I

2]

DbDEERE WERFIIRLE L TEHRbDNS,

9.4. Privacy of Personal Information (ffl A% #{R7)
The retention of personal information by LRA and/or JCAN Public CA shall follow the
concerning laws and regulations of the applicable country if any.
The Privacy Policy 1s published on GlobalSign’s web site at

https://www.globalsign.com/repository.
Personal information which LRA and/or JCAN Public CA maintains is regarded as

confidential except for explicitly published items such as certificates and CRL.

LRA KUY i% JCAN F8iER & X 2 AEHMORFHZ, & LHIUTZEDEORERT D IERICHE
22 &,

7F AN —R Y —iX, GlobalSign @7 = 71 | https!/jp.globalsign.com/repository/
TSNS,

LRA KOV JCAN RREER 2RFrd 2 AEHIZ, FEBEF. CRL & L THRIIZAREIND
HOERE, BERFISE L TEHRDILD,

9.5. Intellectual Property Rights (IR FEHE)
GlobalSign owns and reserves all intellectual property rights associated with publications

originating from GlobalSign, including this CPS.
AR CPS %% 7 GlobalSign 235173 52 TOTITY O MBI FEHEIZ DUV T, GlobalSign 3%

DHER 2 RBIRT D,

9.6. Representations and Warranties (FHA{%E)
JCAN Public CA retains trust in the operation of authentication by following the content
prescribed in this CPS, performs vetting prior to issuing certificates, provides authenticated
services including registration, issuance, and revocation of certificates, and guarantees the
integrity of CA private keys.
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JCAN ntu\nJE)E,'l j: 7'1§ CPS C%Eﬁbf:lj\%é?% #Lwcglfﬁiqaéi :Eg‘j—égﬁ ﬂ@?%@ﬁ‘ﬁ\
’fT %%ﬁ%ﬁ@mu nf[:']j_‘—‘t X%*Eﬁi\:b CA *ﬁfﬁﬁm HE%EIUWL; nm%%%@ﬁuﬁl‘é%ﬁf%#éo

9.7. Disclaimers of Warranties ({3 % & =-1H)

JCAN Public CA does not warrant anything except the guarantees prescribed in this CPS.
JCAN F8RER 1L, A CPS IZHE S NTRiEZFRE ., —UDORIEZITHOR,

9.8. Limitations of Liability (AR &{F)

JCAN Public CA is not responsible for damages regarding authentication services against

Subscribers, Relying Parties or other third parties.

All damages not caused by JCAN Public CA

Any damages caused by not fulfilling the obligation of Subscribers or Relying Parties
Any damages originated from the systems of subscribers or relying parties

Damages caused by the negligence or failures of Hardware or Software used by JCAN
Public CA and other parties

Damages resulted into secondary or indirect loss of profit from use of certificates or
digital signatures.

Damages originated from information published on the certificate and CRLs but cannot
be attributed to the responsibility of JCAN Public CA.

Damages resulted from improvement in cryptographic algorithm decoding technology
beyond current expectations.

Any responsibilities originated from the termination of JCAN Public CA

Any damages originated from the suspension of JCAN Public CA which resulted from
natural disasters, wars, upheavals, terrorism, and other inevitable accidents.

Any responsibilities originated from the suspension of JCAN Public CA

JCAN F8FER 1%, FRFEY— B RIZET B TFOEEIZSOWT, FIHZE., BEEE T2 OO =
FIZH LT, —YOEEEZEDRVWLED LT 5,

JCAN 8GR ITER Lgn—ElnEE

FHZE XIRFEE DB OBITEZ B o121 DAE L 5 —Ul0oHEE

IR UIMEEE DY AT AMTEKT 2 —Ul0HEE

JCAN #FE)m K OEDMYEEOFEHT L — Ky =7, V7 Ny =7 OB - FEE

X o8EFE

AEEXITETFBLICEE L TRAET S, ZREY, MEM, @EFEo—t0HEF
JCAN FFER OFIFT 52 L DR WER T, EAEKR) CRL IZAR S - fFik
WCERT 5 HEE

R COTPEEBZ -, BET7 03 X AEGHEM o BICRR T 2 8%

JCAN /R O TICERT 2 —U0EFE
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o REMS, FoOMoOBARKE. 4, BEL. T o, ZOMOARAHAICERT S JCAN
e N7 VU w7 CA DOV —ERDOEILICERT 3 —80EE

9.9. Indemnities (ffif&)
JCAN Public CA shall indemnify to Subscribers, Relying Parties, or other third parties for

the damages which are not specified in Section 9.8.
In any cases, the amount of money received is set as an upper limit for Liability for damages
which JCAN Public CA bears.
Subscribers, Relying Parties, or other third parties shall indemnify for the damages JCAN
Public CA suffers originated from the failure in fulfilling the obligations or responsibilities
stated in this CPS. To the extent permitted by law, Subscribers, Relying Parties, or other
third parties shall indemnify JCAN Public CA and its partners against any loss, damage, or
expense, including reasonable attorney’s fees related to claim, dissent, lawsuit resulting, etc.
LRA shall indemnify the damages of JCAN Public CA in connection with the requirements
specified in Application Form and Terms of Use for LRAs. To the extent permitted by law,
LRA shall indemnify JCAN Public CA and its partners against any loss, damage, or expense,
including reasonable attorney’s fees, related to claim, dissent, lawsuit resulting, etc.
JCAN FBRER 13, 9.8 HHITHE L TWARWEFIZHOWT, FIME, BMEEE T2 OO =412
KHLTHREEZAI bDET D,
w72 25 A B VT S, JCAN REER BAEET LEHMERMEIL, T Ro7ce8 %z LIRET 5,
PR R OWRGREE 1L, &R CPS IZFE#OEH ITELORNBITICER T2 JCAN RBiEF 242
BEEZMET LI 0L L, EHROFTHAT, 7L —4a, BREROFAFICERT2H 0054
K, BEROIZHE, b IcBET 5 LEME JCAN BEER K NZE D/ 83— M —I24
ETDbDET 5,
LRA /%X, JCAN GEEK N JIPDEC F 7 A7 v K« —EZBEIBHFIAEIZED - BB
LT JCAN RRRER 2~ HEZME L, EROFIHMAT, 7 L—24, BELRUTFAEIC
ERTLH 6K, BELWVIIHE, FLINOICET7ELEMN L JCANZIER KO
ZDS= b —ICHET DD LT 5,

9.10. Term and Termination G & & 1)

This CPS remains in force until notice is published on the repository.

A CPS 1%, VARV MY LIZ, $hhnm pofcbi@masnd £T, shhzRbiid 5,

9.11.Individual notices and communications with participants (Bt~ Bl 2
J OMB i)
GlobalSign accepts notices related to this CPS by means of digitally signed messages or in

paper form. Upon receipt of a valid, digitally signed acknowledgment of receipt from
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GlobalSign the sender of the notice deems its communication effective. The sender must
receive such acknowledgment within twenty (20) business days, or else written notice must
then be sent in paper form through a courier service that confirms delivery or via certified or
registered mail, postage prepaid, return receipt requested, addressed to the sender.
Individuals communications made to GlobalSign must be addressed to:
legal.jp@globalsign.com or by post to GlobalSign in the address provided in Section 1.5.2.
GlobalSign i%, A CPSIZB L TT VX IVEL STz A v — U IIREBHAZ V7= i@z =1
A%, GlobalSign 726 DHEMNNDOT ¥ ZNEL INTZZEBADN B> TR R T, BEDOEE

%‘ﬂi%@{ﬁ%?ﬁ?ﬁiﬁf‘&)ofck%hiﬁézhé%@kﬁ‘é EEHEIZOZEEMZ 20 HHEHLN
WLTZETED LD LT D, FLFECLD25EIE, BEEAM & ORE —E AT L0 Fik

Endn, b L ITEEEE, Eﬁ@ﬂ(}iﬁﬁ%b\ EREFEZEEMAENEE LT, ZEHAS TS
@A T5H DL 95, GlobalSign ~DfEB]DEHE L, legal jp@globalsign.com %6, XidA
CPS ® 1.5.2 HIZHEE S5 GlobalSign @& THIZ %Héﬂ%ﬂb@c‘fﬁ“éo

9.12. Amendments (2 1FZF1H)
The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members

of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CPS.
GlobalSign notifies JIPDEC of any major or significant changes to this CPS.

GlobalSign @ PACOMI1 — CA Governance Policy Authority /%, GlobalSign O#E F— A
KO GlobalSign @ it THERB I NI A L AN—THEEINTEY , K CPS %f’ﬁﬁ”‘xfi‘é’é
BEEEHAD,
GlobalSign i, A& CPS (ZRT 2 EE R ITHEERE TN % INIZERIZIX, JIPDEC ~#@%n4
2o

9.13. Dispute Resolution Provisions G4k 1Z B9~ 2 HiE)
Before resorting to any dispute resolution mechanism including adjudication or any type of
Alternative Dispute Resolution, the party agrees to notify JCAN Public CA.
A, M A B TiER), X EOMORFELFH A L 95 LT 256, UFEIT JCAN FILFIZ
XL, FHZZOBEZEHATHHDET D,

9.14. Governing Law (ML)
This CPS is governed, construed, and interpreted in accordance with the laws and regulations
of Japan. Tokyo District Court shall have the exclusive jurisdiction over all disputes arising
in connection with JCAN Public CA services.
A CPS O KN, JCAN FBiER OV —ERICEbDHFITONTIE, B AREOEHE H
SH. HAHITEHIFT 2 % —F OB G EEELHET L 15,
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9.15. Compliance with Applicable Law (i H 150 E5F)

JCAN Public CA complies with applicable laws and regulations of Japan.
JCAN FFER 1%, WA AIRE7ZR A AREOEREZ BT T 5,

9.16. Miscellaneous Provisions (—#%Z-1H)

(1) Survival ({7#¢)
The legal obligations and restrictions survive even after the termination of JCAN Public CA.

ERFBEOBEEL OHIRFHEIL, JCAN BFER O TH b AT 5,

(2) Severability (43#f)
If any provision of this CPS, including limitation of liability clauses, is found to be invalid or
unenforceable, the remainder of this CPS should be interpreted in such manner as to represent

the original intention of the parties.

A CPS DOi5EE EO)ﬂ%'JBEO)IE%an\?LMbWD ENENTH D0, BV ITIERISRE] T A3 7220
TEBFMPoTHEITH, R CPS OMOFEITLEFE DARDEMEB R DR WG IETHRE
nob0 LT 2,

9.17. Other Provisions (Z Ofth DI E)
This CPS shall be binding upon the successors, executors, heirs, representatives,
administrators, and assigns, whether express, implied, or apparent, the parties that this CPS

applies to.
A CPS i, B/RHDBURIINI )b b3, YHEEORME . BSHITE. A, REA, &
WA, ROGEZ AR L TOIR NN H 5,
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