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1. Introduction (i3 U ®i2)

1.1. Overview (B5)

This document (CP) applies to JCAN Certificates, and defines policies for the scope of usage.
This CP aims to be compliant with JIPDEC Trusted Service (JTS) Registration requirements
and WebTrust for CA.

JCAN is a service, offered by GlobalSign, to issue digital certificates. JCAN certificates are
issued by JCAN Public CA which has an adequate system for quality and information security
management.

The company profile of GlobalSign is as below:

Commercial Registration Number: 0110-01-040181
Company Registration Number: 1011001040181

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members

of the GlobalSign management team and appointed by its Board of Directors, is responsible

for maintaining this CP.

JCAN CP (Certificate Policy) Page 6| 49
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1.1.1. Diagram of JCAN Certificate (JCAN FERAZEDIX])

The JCAN certificate hierarchy and the structure of JCAN certificate management system
are shown in the following:

JCAN FEHEOMSE 2~ TRAEIL, JCANGEHEFEEH S 2T LA DEZ FA IR,

GlobalSign Root CA

GlobalSign Root CA - R3

Trusted Root nonTLS

CA SHA256 G3 GlobalSign CA
| |
JCAN Public CAl1- G4 JCAN Public CA
| |
JCAN End Certificate LRA

JCAN Certificates are issued from JCAN Public CA based on requests from LRAs.

LRAs are registered as accredited by JIPDEC after JIPDEC confirms the existence of their
organization and their pass of the vetting on JIPDEC Trusted Service (JTS) Registration
requirements (for LRAs), and then are authorized for the operation of the LRA.

JCAN Public CA is one of CAs which is accredited by JIPDEC on their pass of the vetting on
JTS Registration requirements (for CAs).

JCAN GERAEIT, LRA OZERIZH S Z JCAN ZFAERNOLRITSND,

LRA IZ. LRA B AT O Mk D FIEMEMER & LRA ¥(BOH =7 %2 —RIMETEN B ARG

Wkt (LUF, JIPDEC) 2% L, [JIPDEC K7 X7 > K - h—E 2%k (E
TREFIERIRES) ORMEITRLER) (LLF, JTS BE(LRA)) IZE#K%, BEkSi, LRA &

MOWEREE D,

JCAN §8GE/RI%. JIPDEC I & % JIPDEC F 7 27 » R« —E 2%k GREER) OREAEICIR
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LEBIEH LT CATHD,

1.2. Document Name and Identification CCEL & i%BI+)

Document name: Refer to the cover.

Version: Refer to the cover.
OID: 1.3.6.1.4.1.4146.1.40.20.1

1.3. PKI participants (PKI D Ef%E)
(1) Subscribers (FIJ )

Subscribers are the subjects or users of JCAN Certificates.

The obligations of Subscribers are the followings:

To agree to the use/disclosure of their personal information by the LRA (for LRA’s
operation, LRA’s response to audit/accreditation/legal-proceedings, etc) and to agree to
the use/disclosure of their personal information recorded on a certificate by Relying
Parties (for Relying Parties’ operation, certificate validation by Relying Parties, etc) ;
To agree with the LRA (= the representative of the subscribers) to back up the
certificates in PKCS#12 format and their PIN codes in case these PINs have been
generated by the LRA;

To use the certificate only for the permitted usages after agreeing to this CP;

To use the certificate under secure conditions, protect certificates from unauthorized use,
and discontinue the use upon expiration or revocation;

To notify the LRA promptly of any changes in the certificate information;

To notify the LRA promptly of the loss or theft of PCs or media in which JCAN
Certificates are installed;

To notify the LRA promptly when the reliability of the JCAN Certificates may be
damaged, such as an unauthorized access by cracking and a virus/malware infection;
and

To accept a revocation of the certificate by the LRA or the JCAN Public CA.

FAFEIT, JCANGEBED EER X JCAN GEBEOFEHE TH 5,
FIHBEOFRBIILLTOHEY TH 5,

JCAN FERAZERATICER L., LRA (R, BEABEGFAXS) 12X 2 EANEROF]H/BHR

IZOWNWTRORRGESE (GEF. RGERIS) 12X 5 JCAN FERAZEICFEHR S - A EHROF]

IBI/REAT 9 Z L ICRIET D,

LRA (FIHZEDRZE) 28 PIN 4K L7356, PRKCS#12 FERGEHEKR R PIN 23y 7 7

YT THZEICFRET S,

A CP DFE M % A LAl S HRIC D& JCAN GEREA AT 5 2 &,

JCAN FEEZ GHRZRERE FCHEH L, NERBIENGET 52 &, £72 JCAN FE
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BHENENI TR RoTGE1T, HHEZSDD Z L,
e JCANGFHAEOFTHFHREDOLE T IL, LRA T, HOoNTHbEDLZ L,
e JCANGEHAZENRA VA h—/L 37z PC XITHR DOy, BEEL, LRAIZ, BT S

T2
s 77

&
— o

X UTICEDARERA, U A NARLT VT =T kY% JCAN FEFHEOEEMD

RPNDFREMEN B 55613, LRAIZ, RN EDL Z L,
* LRA %7213 GlobalSign IZ & %5 JCAN iEHED K% TH#ET 5,

(2) LRA (LRA)

LRA is

the LRA which passed the JTS Registration vetting as the representative of

Subscribers.
LRA vets the authenticity of the DN and verifies the identity of the Subscriber of JCAN

Certificates. Furthermore, the LRA operates the certificate life-cycle management of the

certificate under JCAN Certificate Policies.
The obligations of LRAs are the followings:

1. General obligations

To inform the obligation of Subscribers to Subscribers;

To record the consent by Subscribers;

To acquire the information disclosed on JCAN Repository to make Subscribers
aware of the information necessary for them. Especially in case notified by
GlobalSign, the awareness of Subscribers is to be promptly implemented.

To make those serving for the operation of the LRA to declare not to implement

unauthorized issuance and disclosure;

2. Obligations related to certificate issuance

To guarantee the unique identification allotted to OrganizationUnitName2 and
CommonName within the Subject;

To securely distribute the certificates in PKCS#12 format with the corresponding
PIN to Subscribers in case this PIN is created by the Accredited LAR themselves;
To securely manage the backup of the certificates in PKCS#12 format and the
corresponding in case this backup is implemented by the LAR themselves; and

To save the record of certificate issuance and revocation (c.f. identity verification

records, agreements, etc.) after the certificate issuance.

3. Obligations related to certificate revocation

Ver 6.1

To revoke the certificates promptly in case the Subjects/users became not related to
the applicable organization due to the work termination, organization transfer, or
termination of the organization;

To revoke the certificates promptly when any Subscriber has breached the
9 | 49



obligations under this CP and/or the rules of the LRAs;

¢ Torevoke the certificates promptly when an error or false is recorded there;

¢ Torevoke the certificates promptly when private key becomes compromised such as
suffering at the time of disasters or the compromise of the LRA Operator certificates;

e To revoke the certificates promptly when this revocation is decided by the LRA

themselves for any reasons other than listed above.

(3)Relying Party (MizF#&)
Relying Parties are the persons who trust any certificates and/or digital signatures of

Subscribers.

JCAN CP (Certificate Policy) Page 10 | 49
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The obligations of Relying Parties are the followings:
e To verify the validity or revocation of the certificate using current revocation status

information as disclosed to the Relying Party; and

e To rely on and trust the JCAN Certificates only under reasonable circumstances.

(4)JCAN Public CA (JCAN F&GE)=)
JCAN Public CA is the CA which issues JCAN Certificates following this JCAN
Certificate Policy regarding the purpose of use, scope of use, and procedures.
Subscribers are contacted through the LRA.
The obligations of the JCAN Public CA are the followings:

e After generating the certificates (formatted in pkes#12), JCAN Public CA protects the
private key with PIN codes. These PIN codes are not retained but destroyed by JCAN
Public CA.

o JCAN Public CA guarantees the unique identification allotted to the subscribers within
the domain of its JCAN Public CA. JCAN Public CA guarantees the unique
identification allotted to OrganizationUnitNamel within Subject;

e JCAN Public CA manages the policies of JCAN Public CA;

e The confidentiality and integrity of registered data is ensured by JCAN Public CA

through adequate controls at all times.

JCAN CP (Certificate Policy) Page 11 | 49
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(5) JIPDEC Trusted Service Registration (JIPDEC k< A7 v K « ¥— b 2% §k)
JIPDEC Trusted Service (JTS) Registration a private accreditation system operated
independently by JIPDEC.

The obligations of JIPDEC are the followings:
* To have LRAs receive the vetting on JTS Registration requirements;
¢ To ensure that the LRAs are registered as LRAs through their pass of JTS
Registration requirements.
JIPDEC K7 27 v K« +— 2 %483, JIPDEC 2 EEMICEH T2 REHE CTH D,
JIPDEC OFE#iL, LATD#EY) TH D,
 JIPDEC i% LRA X L C JTS B#(LRA) DFE % Ehti ¥ 5.
*  LRA OX%8kiT, JTS BE(LRA)DEYEILE D FR~DEH 2 U TRIES LD,

1.4. Certificate Usage GIEBHZE D FH 51%)

(1) JCAN Certificate (JCAN ZEEAE)
JCAN Certificates are issued from LRAs to natural persons or ORGANIZATION’s
internal/external Subjectsand can be used for authentication, encryption and digital
signature.
When using a JCAN Certificate, it follows the applicable laws and regulations of the country

if any.

Certificates issued under this CP may not be used:

¢  For any application requiring fail safe performance

¢  For any application or mechanism where issues with the certificate could cause a safety
risk (e.g., human, or environmental risk)

*  Where prohibited by law

JCAN FEFAEFIX LRA 705 B A LT H AR O - SMBY 72 = 7 MTx L TRIT S 4L,
WORE, Wi b, B4 THMATE %,
JCAN GEHEZME 5 HA1E. b LHNTTOEDERT DB D Z &,

A CPICHEL L CTRAT SN REAEIX. LFOHMICHER LTI b eu,
o TxANE—TiREENEL T DMK,
o TR LEOBRWI . NHUIBRBRICKT 2 U A7) &R Z L 5 2 A XI5 - i,
e JRIZEVEULNTWDEE,

(2) LRA Operator Certificates (77 7 & A FRGEHFEAE)

LRA Operator Certificates are the certificates issued to LRAs.

12 | 49
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LRA Operator Certificates are used to access “JCAN certificates issuance service site” at the

time of JCAN Certificates’ issuance or revocation.
7 72 AGRGEAGEEIX. LRA ICRITSINDEHETH D,

T 7 & ARGEMGEAFEIL. JCAN GEFIE OFATIRZIRFZ [JCAN RERERIT I —E A% A |
~DT 7' ATHND,

(3) Test Certificate (7 A ~FFHHE)
For the purpose of testing the operational status of JCAN Public CA, JCAN Public CA
issues Test Certificates.

JCAN 3 [T nﬁ%@?’@bﬁﬁwu % E E/j \—\ JCAN uE)E"I I7 R }\ nft%i%%??ﬁ—é

1.5. Policy Administration (A8 U o — % 2)
1.5.1. Document administrator (GCE4E HE)

The GlobalSign PACOM1 - CA Governance Policy Authority, which is composed of members
of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CP.

GlobalSign @ PACOMI1 — CA Governance Policy Authority 1%, GlobalSign D& I — A,

J O GlobalSign @ Bt CEARINIZA U AN—THR SN TEHY A CP 2SR+ 5
BEEXE D,

1.5.2. Contact Address GHE#% %)
(1LRA
The contact of JCAN Certificate issuance/revocation is the LRA. These contacts are
disclosed to Subscribers from the LRA themselves.
NOTE: These contacts are open only during the office hours of each LRA.
FIRFE DD D JCAN FERAZERITIRNAR 58/ 1T LRA TH Y . LRA 3FIHEIZH L TE
DEAE 2 AT D,
7E) #A& L LRA OF ¥R MO

(2)JCAN Public CA
The contact of JCAN Public CA (GlobalSign) is as follows:
NOTE: The contact is open during the office hours only.

GMO GlobalSign K.K.
Shibuya Fukuras 9-16F

1-2-3, Dogenzaka, Shibuya-ku
Tokyo 150-0043, JAPAN

Tel: +81 3 6370 6500

13 | 49
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Fax: +81 3 6370 6505
Email: legal.jp@globalsign.com

URL: www.globalsign.com

. Contact to report the abuse of certificates

Anti-Malware Organizations, Subscribers, Relying Parties, Application Software
Suppliers, and other third parties may report suspected Private Key Compromise,
Certificate misuse, Takeover Attacks, or other types of fraud, compromise, misuse,

inappropriate conduct, or any other matter related to Certificates by sending email to:

report-abuse@globalsign.com

GlobalSign may or may not revoke in response to this request. See section 4.8 for detail of

actions performed by GlobalSign for making this decision.

1.6. Definitions and acronyms (€3 & WE3E

1.6.1. Definitions (£3%)

JCAN CP (Certificate Policy) Page 14 | 49
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CA (FBFER)

A subject that issues, renews or revokes a certificates and creates the keys of CAs
(Certification Authorities).

FEBAEORAT - B - K2h, CABOAERKEIT I EERE VD,

Certificate Applicants GEFHEH#HH)
Certificate applicants are those whom assigned by the person in charge of the LRA. A
certificate applicant is a person who applies for a certificate on behalf of the Subject.
AEERGER X, LRA OBLENEL LioH,
AEAERGEEIL, VY7 V=7 FORDVICGGEREZHFET 58 Th 5,

Certificate Profile GEHHE 1 7 7 A /L)
The certificate usages specified in x.509 certificate.

LB 7: x.509 FEAAEIC % LT, SEBAEOMEA FIEENHTZ I N TWAHDE W),

CP GEHAZERY v—)
Regulation document regarding types of certificates, application, subject of issuance,

usages, etc.

CA 23FAT ¥ HREMAE OFRIA, WM, BT8R, @, SEHEICET iR GEZ V),

CPS GEREXEERAHBR)
Document which explains the procedures and security criteria in operating CAs.

CAZEHT LA TOERTFHEEX 2V T A BEEZIPRLIEIEEZ VD,

CRL GEFAERZI D X )
CRL (Certificate Revocation List) is a list of certificates that are revoked before their
expiration, recorded by the applicable CA.
FEAEOF RN bbb b TR SN EERAFE LY A h 2V 5,

CSR GEHAEZEA ER)
CSR (Certificate Signing Request) is a machine-readable application form to request a
digital certificate. It is sent from LRAs to the issuing CA.
If issuing CA is requested for key generation, CSR and a key pair is created by RA and
CSR is sent to the Issuing Authority
LRA 7»5 CA ~, BEFIEHFLZERTLERICE SN DM ATH 0 HIAE AV 5,
i, CA TOEST A ZER S NIGEE, B/ TH#~7 & CSR 24 L, ¥1T/RIZ CSR
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JCAN Certificate (JCAN ZEFIE)
JCAN Certificates can be used for authentication, encryption, and digital signature.
Use of JCAN Certificates shall follow the laws and regulations of the applicable country

if any.

JCAN Public CA (JCAN F83E/3)
JCAN Public CA consists of the JTS Registration -Accredited CA, and is being the Sub
CA of Public Root CA.

LRA (7 — 4 VB4 )7)

LRA (Local Registration Authority) is the representative of Subscribers which passed the
vetting on JTS Registration requirements as LRA. LRA manages certificate lifecycle through
the vetting on the validity of DN to be included in JCAN certificates and identity verification
under JCAN CP and CPS.

LRA Operator Certificate (7 27 & ARIEHFEHRE)
LRA Operator Certificate is the certificate issued by GlobalSign to a person who is

assigned by the LRA.

This certificate is used to authenticate the access to the certificate management services.

MEMBER (% & /3—)
MEMBER is the ORGANIZATION’s internal individual person.

JCAN CP (Certificate Policy) Page 16 | 49
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ORGANIZATION (4 34AE#%)
ORGANTIZATION is the organization which operates LRA.
LRA #iEH ¥ 2 #ik,

PERSON (A)
PERSON is a natural person.
H RN

PARTNER (/¥— }7—)

PARTNER is the ORGANIZATION’s external person (who is contract party, group-
company staff, member of any group, constituent of any committee, student, who are
authenticated with reliable document sources, or who registered his/her credit card, etc.).
AN— b= HRGERRDOSMDO N GRRIBIR. EABR, 8. ZESOHKA. SWIEE
B, %4 BETEZIEHTHRIELIEA, 71V y M I— REBRE LA

PKCS#12
Encrypted package format of certificate and private key using PIN code

PIN ZHlW\W CHE# 2 G TREAFE O 5y 7 —,

Public Root CA (/X7 » 7 L— | CA)
The top-level Certification Authority whose Root Certificate is distributed by Application
Software Suppliers and that issues Subordinate CA Certificates.
TV = ay 7 T T IAY =BT S Y T b= TICHEE SN S — MEE
HELRITT L by THEBIZH 2R T, MIRGER OFEHEFELFITT 5,

QGIS (TBHEEE DERRIFHRID)
QGIS (Qualified Government Information Source) is a Trustworthy Government
Information Source approved by the EV Guidelines, CA/Browser Forum.
It 1s a database managed by the government and is published online and updated

regularly. The reporting of the data is an obligation under law and a false report will lead to

17 | 49
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criminal and civil punishment.

EVIA FTA4 L TROLNTVD MEHEHTE 2ITBHEBEOEHRIA 25, T T4 TR
B, EFRICER SND, ITBHEBENEE 757 — 4 N— 2T, 77— 4 OREDIEHETE
BT o, EBORSIIINFINIRFINFELN DI bOZV S,

QIIS (F=AKEDERFHIT)

QIIS (Qualified Independent Information Source) is a Trustworthy Independent
Information Source approved by the EV Guidelines, CA/Browser Forum. It is a database
published online and updated regularly, and managed by a private organization.
EVIARIA L TROONTVD MEFTE 2N LIE =MBEDFRIE 2\ 5, 7
A RSN, EHRICER SN D REBENPEET57 —FX—2% 19,

RA (&$)7)

RA (Registration Authority) in any network that verifies LRA requests for a certificate
and requests CA for the certificate issuance.
F v bT =218 5 %EkR T, LRA 725 DOFEAEOTERICK L, ZOHDIEREEEZIT,
CAIZHATIREZAT 9,

Relying Party (FR3IEH)

Relying Party is a person that relies on a Subscriber’s certificates and/or digital signatures.
Relying Party shall refer to the revocation information of the CA in order to verify the validity
of JCAN certificates.

RREH X, MIREOREAEZEET 28, IIFHEOBETELZEHTL2ETH S, JCAN
AEAEO AN Z REET 57201, BEEE 1347 CRL 2R L 2T iR 5720,

Repository (VAR k)

Repository is a database and/or directory listing certificates and other relevant
information accessible on-line.
AERAE R OML O BIEIE R A ST 5, A I TRHATE LT = _X—ZA KW XUIT 1 v
ZEWE AR

Sub CA (47 CA)
CA which gets its validity authenticated upon the authentication from the upper CAs.
LD CAIC X 238522 ITH 2 LI XV ALDIESHEFEGET 5 CAZWV D,

Subjects (7P =2 K)
It is the target of certificate issuance.
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http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci211947,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213831,00.html

The Subjects of JCAN Certificates are prescribed in Section 1.4.

X.400

One of the recommendations of ITU-TS and is the prescribed standard of emails.

X.500
X.509 prescribes the standard format of public key authentication.

1.6.2. References (&%)
CPS of JCAN Public CA

JCAN CP (Certificate Policy) Page 19 | 49
Ver 6.1



2. Publication and Repository Responsibilities (ABH & U AR b U D EAE)
2.1. Repositories (VKT ~ V)

GlobalSign reserves the right to publish the information about this CP, [CPS], and JCAN
certificates that are published on the repository. GlobalSign publishes the information about
CRL on the repository.

These public information are made available by 24x365.

GlobalSign I%, A& CP, [CPS]. kO, #4179 % JCAN FEHEIZBIT 5 E#H % GlobalSign @V
WY N UIZABT %, GlobalSign (%, CRL IZBIT %1% GlobalSign @ U ARk UIZABAS
Ay

ANBRATEHIT 24 FFfHIx365 A ZMATRE L 775,

2.2. Publication of Certificate Information (GiEBHEEF#H D ZAEH)
GlobalSign reserves the right to publish the following information on the repository to enable
Subscribers and Relying Parties to refer to it online.
GlobalSign notifies the stakeholders as necessary of any change made on the repository.
Archived records shall be disclosed if required for the purposes of providing evidences to any
legal disputes or audits.
GlobalSign i, WONEEK Y ARY FVIZAB L, FIHERORRGEE N A 74 TERTE
5E95127 %,
GlobalSign i%, VAT M Z2EE LSE, LEICL U CEFREFICEMT 5,
FFRA ST ES A0t S DFRIZERAE DML A $2E T 5 HR DO 72 DIC B2 HIX, fRE S 7o Feeki LB
REND,

(1) Repository (VAR V)

o Public Root CA Certificate and Sub CA certificates
. The latest versions of this CP
. Other information regarding JCAN
https://jp.globalsign.com/repository/
. RTY w7 — b CAGEFE &7 CAGE#E
. BH DA CP

o JCAN [ZB8¥ 2% % DD fE
https://jp.globalsign.com/repository/

2.3. Time or Frequency of Publication (/B D REHA K OBEFE)

Updates of this CP are published on the repository after the approval by PACOM1.

The status of JTS Registration of LRAs is published on the website of JIPDEC.

CRL is updated periodically and whenever any change happens during the validity period.
Update frequency of the CRL is within 24 hours.
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The information of revocation is listed on CRL at least until the certificate expiration.

2.4. Access controls on repositories (V7R ~ U D7 7 & A& H)
JCAN Public CA maintains its repository publicly available.
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3. Identification and Authentication OK A\fiEs8 & 7850
3.1. Naming (4 )

In order to identify Subscribers, JCAN Public CA follows the specific naming (c.f. type of
names allocated to Subject) and identification of Subscribers such as Distinguished Names
defined in X.500, Names defined in RFC 822, and Names defined in X.400.

When applying for the JCAN Certificates, the name of the Subscriber shall be structured as
prescribed in this CP.

GlobalSign 1%, FIHZE ZARNGENT 257201, il 21X X.500 @ Distinguished Names, RFC
822 @ Names, & X.400 ® Names D L 912, 7 V=7 MZEID Y ToHNI4ARIOY AT
rEte, FrEDMA & ARNFEOBRANIIE S,

JCAN FEHEZ BT 556, FME OAHNL, A CP THESNIZAHTRITNITR L2200,

3.2. Initial Identity Validation (#][F] DA A G#A! 1 H O FR5IE)
3.2.1. Validation of Organization Gk DHERR)
GlobalSign authenticates the LRA entity registered as organization in Subject.
Authentication is implemented by whatever method GlobalSign deems reliable, including
- verification of the existence of the Organization concerned, or
- reference to Standard Company Code, JAPAN Corporate Number, official documents
1ssued by the state and local governments, reliable databases which are managed by the state
and/or the local public institution (hereinafter called “QGIS”), and third party databases
(hereinafter called “QIIS”) which JCAN relies on.
GlobalSign i, 7= 7 b ® organization & L C&E I 25 LRA OMEEZFRIET 5, Mi%
FARE D FIENE, R — N BEAES. EOHT AR R T T 2 AER. Eo)
NEFENERT LHEHETE 57— X—ZX(LLFTQGISI £ 9), GlobalSign 2ME#ET 55
=T =2 _X—=ZLITFIQIIS) & H)&E % AT, GlobalSign 728, 1E#EMENH D & ¥k L=
B X - TEET 5,

3.2.2. Validation of Subject (7' = 7 k OHER)
When JCAN Certificates are issued, LRAs authenticate subjects. LRAs accept all the
responsibilities regarding the authentication of the applicable Subject.
JCAN FEHEORITIZEE L T, LRARY 7V =7 NOFFEEIT 9. AARFECEDL L2 TORE
fEIX LRA 23895,

3.2.3. Required Information for Subject’s Registration (%t 7' = 7 ks DEFRIZ ML
23R

The referential information for the Subject registration and the record of certificate issuance

(c.f. identity verification records, agreements, etc.)” are archived in paper or digital form except

the case where the information is archived in other department of the ORGANIZATION.
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BTV =7 PBRERHCEZR SN D HEREOEITORE (KAMREEE, FEES) 3. Mkl
WOMBPITHRE SR TV HEERE, BUIT—# L LTRE SN D,

3.2.4. Authentication of Email addresses (81 A —/L7 KL X DFGE)
If an email address is to be recorded in rfc822Name field, GlobalSign confirms that the

Applicant has control of or right to use email addresses:

GlobalSign %, rfc822Name (& Email 7 L A Z #2854, FiENEFA—ILT FL
2% EHIMER T oMM EZ AT 25 2 & 2R T 5,

3.3. Identification and Authentication for Re-Key Request (# 5 B iERFIZB 1T 5
R B OVRGIE)
The identification procedures for the re-key is defined in Section 3.2.2 and 3.2.3.
FEERTERIC R 2 AR ARERIL 8.2.2 XN 8.2.3 HIZHET 5,

3.4. Identification and Authentication for Revocation Request (e HFEIZEIT D
ARNHERR & MR DFERE)

All revocation requests are authenticated by LRAs or GlobalSign.

Revocation requests may be granted following a suitable challenge response such as proving
possession of unique elements incorporated into the Certificate (e.g., Domain Name or email
address) or authentication of specific information from within the account which is
authenticated out of band.

LRA Xi% GlobalSign I%, & TORHFFEIZOWTRIET 5,

FIAED D ORDBFE L, GEAFICTEH SN RAA VARE T A—VT RLRAERERED
AT 26D THDZ LDOMR. v MU —7 ikl LRV TE TREER DR E DE ]2 AV
THRAEZEATO R ED, WY RTF ¥ LY« VARV AGADRH - TCHEITHEO 6N D,
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4. Certificate Lifecycle Operational Requirements GEIHED 7 4 741 7 L
(Zxtd %A _EOEREIR)

4.1. Certificate Application (GiFBHE H 5
GlobalSign maintains its own blocklists of individuals from whom and entities from which
it will not accept Certificate applications. In addition, other external sources such as
government denied lists or internationally recognized denied persons lists which are applicable
to the jurisdictions in which GlobalSign operates are used to screen out unwanted Applicants.
GlobalSign does not issue Certificates to entities that reside in Countries where the laws of

a GlobalSign office location prohibit doing business.

LRAs have the duty to provide the JCAN Public CA with accurate information on certificate

requests on behalf of the applicants.

Private keys bundled with the certificate issuance requests shall be brand-new per each time.

GlobalSign %, JCAN FEHEDHFEEKRBLARVEAITITY T 47 4 DU A R &MhEI/E
T %, AT, GlobalSign 78 % —bERXZ R4 5 E - Ml OEEEBHF L /13 HITT 5, X
IFEBEIC R SN RB AR IR R B35 Y 2 7 EOANESIE KL L T, JCAN ZERHE % %
1T LRV HEER 23853 5,

GlobalSign X, ZDOHEEFTOFHEEDIEHEMNEG| 225U 5 %5412 JCAN FEEZ %17 L72
W,

LRA (. HFEE LMo TR 25 JCAN FGEEZRIZIE N T, JCAN FREER I IEME 2 R
ZiRHT 8B ZA D,

JCAN FEFAERITOHFEICHOT b TV HMERIT, &HFEBIOIR TERSNZ D TR
TR B2V,

4.2. Certificate Application Processing GiFBH & H 5% T <)
LRAs shall verify the Subjects and users through the verification steps prescribed in Section
3.2.2 and 3.2.3 at the time of vetting per every certificate issuance request.
LRA (%, JCAN FEBE DA BT 2 FARIC, 3.22 KV 323 HICHESNWTY 7P =2 b
DA & E OMER AT ORITIUTR B 720,

4.3. Certificate Issuance GEAEDFEIT)
After the verification of Certificate application, LRAs submit the Certificate issuance
request to the JCAN Public CA securely.
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If there is no problem in the request, JCAN Public CA issues and distributes certificates

following these procedures:

If PIN code is included in the request, JCAN Public CA generates Key Pairs securely,
issues certificates, creates PKCS#12 file, and enables downloading the file.

Then LRA downloads the file and lend it to the user;

If PIN code is not included in the request, after inputting the PIN code, JCAN Public
CA generates Key Pairs securely, issues certificates, creates PKCS#12 file, and enables
downloading the file. The user then downloads the file directly from the download

servers. The passwords required at the time of downloading is separately informed from
the LRA to the user.

After certificate issuance, LRAs record the user name.

JCAN FERAEHGEOMAE% . LRA 1%, JCAN FERERIC JCAN GEHERITOERZEF 2 7

EET D,
JCAN FBAE/RIZ, JCAN FEA EFEATOERIZHIED 217 i, IROFIET JCAN FEHFE 2 FAT
LB 5,

JCAN FEBHERITOERIC PIN A& EN TV 554, JCAN BRI, #7 2%
TIZARM L, JCANGEBEZRITL, PKCSHI2 77 A VB X v n— RE® 5,

Z D%, LRA X, JCANGEHELZ ¥ v m— K ULERFICEST 5,

JCAN FEFHEEITOERIZ PIN NEEN TV ARWES, JCAN iR, FIFAZE B D

PIN ANit4, $E~T7 %22 7IC4EmR L, JCAN fEPHELZ 34T L, PKCSH#HI2 7 7 A /L

IZL T, FUre—RaligE 32, 20k, EH#EIL. JCAN fEEFELZ ¥ v m— R

—ANHEEL T eE— RT3, FUre— NFICKERFE T o — RS2 T — RiZ

LRA 7> b I 1 hlidEis 4 2,

LRA 1%, JCAN GEMFEOM HE A 25T 5,

4.4. Certificate Acceptance (GIFFAE D 1H)

The issued certificate is deemed to be accepted by Subscribers upon either of these

conditions:

If PIN code is included in the request: when the LRA delivered the certificate to users,
or when the LRA delivered the certificate to the field where users only can access LRA;
If PIN is not included in the request: when the Subscriber finishes downloading the

certificate.

NOTE) Issued certificates will be deleted from the download servers after a certain period

of time has passed.

FAT SN2 JCAN GEBEIL., RICKVFIMENZH L2 L 72T,
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o WEERIC PIN NEENTWVHHEAIL. LRA MFIAHEICEST L2k, XUIFIAH O
DT 7 ATE DHEIBICEAT L7z

o YHBERICPIN REENTWARWESIX, FIFERF U m— REi& R IchF

) FIT I JCAN GE#FIX, —EHHE, FUvrn— Rh—\0biEE SN D,

4.5. Key Pair and Certificate Usage (-7 L FEBZEOF|H)
4.5.1. Usage of Private Key and Certificate by Subscriber (FJH &2 X 2 g, K
OREREOFEH)
The obligations are described in Section 1.3.
F%1T2 1.3 HSHR

4.5.2. Usage of Keys and Certificates by Relying Parties (FiGEE (2 L DA, &
OGERE O M)
The obligations are described in Section 1.3.
#5513 1.3 HBHR

4.6. Certificate Renewal GIERAE 0 5 8T)

If JCAN certificates are renewed, upon receipt of the request, LRA shall authenticate Subject
and identify users following the procedures in section 3.2. Private keys bundled with the
requests shall be brand-new per each time.

JCAN FERAEZ B3 288, LRA IIHFEICK L, 3.2 IZESWTH T V=7 N oOfi] &
FOMEREATORITNITR G720, BEEICHDT LTV LRSI, PFSEICHIB CAERS
NIebDTRLS TR B2,

4.7. Certificate Re-key (GiEFH 2 D § 5 5)

If JCAN certificates are re-keyed, upon receipt of the request, LRA shall authenticate
Subject and identify users following the procedures in section 3.2. Private keys bundled with
the requests shall be brand-new per each time.

JCAN FERIZEICKRT LEFEH I 5B, LRAIZHFEICR L, 3.2 HIZHEASWTH 7 V=7 hDikhl]

LR OMERZATORITIUIZR LRV, BHFEITH DT 5TV S EEIL, BHFEmITHHET

AR INTE b DO TR TUTR B2,

4.8. Certificate Modification GERAEFL#FH R OIEIE)
Certificates modification does not apply to JCAN certificates.

JCAN GEHEDZER L, #H L7232,

4.9. Certificate Revocation and Suspension GiEBH =D J%h & 0% ) 0 —BE{E: 1)
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Following the circumstances below, JCAN certificates are revoked within 72 hours and CRL
1s updated.
1. LRAsrevoke the certificates after implementing the checking procedures in Section 3.4
when LRAs accept the contact from Subscribers by Email concerning following matters:
* Any Changes of the data recorded on the JCAN Certificates;
*  Loss or theft of PC or Media in which JCAN Certificates are installed.
¢ When the reliability of the JCAN Certificates may be damaged.

2. LRAs or JCAN Public CA revoke the JCAN certificates at each of their own discretion
if:

e The Subject became not related to the ORGANIZATION due to the work
termination, organization transfer, or termination of the organization.;

* Any Subscriber has breached the obligations under this CP and/or the rules
defined by LRAs;

*  An error or false is recorded on the certificate;

e Private Key or CA Private Key becomes compromised;

e  The planned or unplanned timing when LRA’s Accreditation gets invalidated.

e  JCAN Public CA terminates its services;

GlobalSign decides to revoke any certificates for other reasons.

If LRAs revoked certificates, they inform Subscribers of the revocation. If JCAN Public CA
revoked certificates, they inform Subscribers of the revocation.

Once any certificates is revoked, it shall not be reinstated.

The integrity and authenticity of CRL shall be protected.

Certificate suspension does not apply to JCAN certificates.

TREDEMICESE, T2 FHLNIZ JCANGEIEZ LS L. CRLOEHE TR T S5,

1. FIHFE DL OROFIHIAR 58S 22T 7286, LRA 13, 3.4 HIZHES Wl
JCAN FEHEZ K1 5,
*  JCANGEHEOLHFEHDOLH
JCANGEHENRA VA F—L &7 PC XUTER O/ &, Bk
*  JCANGEHZEOEEMENE 2D D /IRl & 256

2. RoOBAE. LRA T JCAN FBIERIT. B COHWr T JCAN GEAF & LT 25,
o RN, PR, FEEZEICLV I T T =T MVYRLHEM S BRI o7
o FIMZEMA CP K UYXiZ LRA OHAIDOFBITER LT

* JCANGEBIFEITRA Y JUTEHBA LIS N TV D
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4.10. Certificate Status Services GEFAED 2 7 — & A FH Y —t X)
JCAN Public CA provides Subscribers and Relying Parties with CRL services. JCAN Public

CA offers certificate status confirmation services, including Web interfaces, to LRAs.

4.11.End of subscription (F|H D T)
Subscription of JCAN certificate ends when a certificate is revoked, expired, or the service

1s terminated.

4.12.Key Escrow and Recovery (¥ —T A7 a—L U H/N1J —)

CA Private Keys are never escrowed. GlobalSign does not offer key escrow services to

Subscribers.

5. Management, Operational, and Physical Controls (&2, EHAY, ¥
FREE PEIR)
5.1. Physical Security Controls (#FLAY4E FL)
JCAN Public CA implements high-security controls within the data center. These include
restricting personnel and physical access using electronic security mechanisms. Especially
in certificate generation and revocation management, monitoring and alarming systems

are equipped to detect, record, and react in a timely manner upon any unauthorized and/or
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irregular attempts of access.

The Data Center implements preventive measures against water damage, earthquakes,
fire, and other disasters as well as other structural measures to prevent physical damage
to the facility.

The access to the CA is restricted to the members who are designated on the Access

management list. Visitors to the Data Center must always be accompanied by these

members.

5.2. Procedural Controls (¢ & A9 H)

JCAN Public CA follows personnel practices that provide reasonable assurance of the
staff’s trustworthiness and competence in technical operation.
All JCAN Public CA personnel in trusted roles shall be free from monetary or internal or
external pressures that might impact the equity of CA operations.
The trusted role of JCAN public CA is following.

Certification Authority Manager : The responsibility for all the necessary tasks

concerning operation of CAs, including any outsourced JCAN public CA.
JCAN Public CA implements risk assessment to evaluate risks and determine the
necessary security requirements and operational procedures. The risk analysis is regularly

reviewed and revised if necessary.
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5.3. Personnel Controls (AE = hz—/L)

5.3.1. Qualifications, Experience, Clearance Requirements (&#%, #&E5R & O 45 D ZEAE)
The personnel to be assigned to trusted positions are screened and managed following
Section 5.2.
BRESNIEBICOSERIT, 52HIIH E SOV THAINEHIN S,

5.3.2. Training Requirements (WF&ZE{})
JCAN Public CA offers training to their personnel assigned to CA operations.
JCAN GRRERIL, FBREERE ETT A0 EEZ, ZOEEIZEET 5,

5.3.3. Retraining Frequency and Requirements (F-AIFE o 58 B} OVEEA)
Personnel are retrained for the purpose of renewing and keeping the knowledge of

operational procedures on an annual basis.

FHEE N DOV T OGO EH &R 2 BRI, FRICTHIMEEZ T DEBIZERT 2,

5.3.4. Sanctions for Unauthorized Actions FE& AV TV R TEN k2 k)
JCAN Public CA will take disciplinary actions toward personnel who perform
unauthorized behaviors, use unauthorized authority, or use unauthorized systems.
JCAN LR X, BOLNTHWARVTE), B LI TORVERDOMER, 3O 6TV
VAT LOMRE LIZEEIS L, @i Thaun &I LR Z1TO 2 &3d 5,

5.3.5. Documentation Supplied to Personnel (BB ZHEf3 5 &
JCAN Public CA publishes documents to personnel on the first day of training and

between other training sessions.

JCAN FEGER 1%, WIEIDOHHE & Z Dt OHHE DK, BEEIZx LERZ 1R 2,

5.4. Audit Logging Procedures (71 7' D Ff5i &)
JCAN Public CA shall implement Audit logging procedures. These include logging of audit
events, and audit systems implemented for the purpose of keeping a secure environment.
JCAN Public CA records the following information from startup to shutdown of the CA
system.
JCAN FBRER 13, B n 7 OFpie £ T 5, JTiE, BX 27 RERZMERT2 B THE
%éhk%NVFka%EV—W@mf%ﬁﬁo
JCAN FEFER 1Z. CA Y AT LDOEBMNH VAT LYY v bF U ETROERE LR
Do
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5.4.1. Types of Logs to be Audited (Bs#4~% 11 7/ O FE%H)
JCAN Public CA implements the following logs:

(1)System Logs (& A7 A2+ 5 1 »)

o Issuance of certificates;

o Revocation of certificates;

. Publishing of CRL;

. Others (such as Logs containing local network components).

(2)Records regarding entry/exit and operation of CA private key (NiB= & CA F

DEAEIZ BT % Rk
. Records of physical entry/exit to the rooms where CA systems are located;
) Records of operation and lifecycle management of CA private key.

5.4.2. Audit trail records contain (&Y —/Lou ZZE&EN5HHEH)

o Identification of the operation;

. Date and time of the operation;

o Identification of the certificates involved in the operation;
o Identification of the persons that performed the operation;
o A reference to the request for the operation.

5.4.3. Frequency of Processing Log (57 10 7' % JLER-3 2 HE )

Designated personnel are periodically assigned to inspect the log file for detecting and

reporting anomalies.
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29 %,

5.4.4. Storage and Protection of Records and Backup GEEkDIRAE LR, MOy 7T v )
The log files and audit trails are recorded. These are appropriately protected with
access controls. These log files can only be accessed by a person assigned to JCAN
Public CA or by the appointed auditor.

The event logs cannot be easily deleted or destroyed during the retention period.
Backup containing sensitive data is securely disposed of when no longer required.
JCAN FRiEfR L vfEmaIhic A, KOHESNEEEENC L OREDID, v 777 A LE
BAGEBN I RSN D, T biE, 77 B AHIEBEEIC L 0 EOICkiESh, Ny 7T v 7S
N5,
AR hrZiE, RREPERSNDHHTICEL ICHIRRBE SN D Z Eh TR0, BT
—ZEFLNy 7T vy R, BBELEINRWGRITLZEILHEEIND,

5.5. Records Archival (77— 1 7 %} 55046%)
5.5.1. Types of Records Archived (7 —# A 7 S 1 5 5eék O FELE)

JCAN Public CA and LRA respectively maintains the archived information through reliable
methods.

JCAN FFEm &L OV LRA 1345 4 . IRETFRZEEMOH 2 HIETHRFFT 2,

5.5.2. Retention Period for Archive (7 — 71 1 7% 17Hi[H)
JCAN Puclic CA and LRAs respectively retain the information subject to archive for the
designated period of time. .

JCAN FERE/R K ' LRA 1355 % . 77— A 7XEOEHREZ 8 E O WIRRF§ 5,

5.6. Key Changeover (#45#4)
The Key Pair generation of JCAN Public CA is managed by more than 2 authorized staff
with HSMs and m of n controls according to the procedure described in section 6.
The procedure of re-generating JCAN Public CA keys is as same as the procedures in the

previous sections.

JCAN #HiER O#EERT OERIL, 2 ZLUEDEMISNT-AKX 7 (2K, 6 IH ([Zid#T 5
FNEIZHE- T, HSM ETHOMESH AT A TEEIND,
JCAN F8iER OHESRT OFARFIEL, Lo OEEREFE L TH 5,

5.7. Compromise and Disaster Recovery (fG5&1L M OV E 5 DIE H)
JCAN Public CA maintains the records of reporting, backup/restoration, and handling

procedures of incidents and compromises in internal documents. JCAN Public CA
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documents the recovery procedures for the circumstances where computing resources,
software, and/or data are corrupted or suspected of being corrupted.
When an algorithm is compromised, JCAN Public CA implements the following:
e Inform all subscribers and relying parties with whom the CA has any agreements,
as well as the other stakeholders; and

¢ Revoke the affected certificates.

JCAN FRGER X, A > 7 v M ROSESRIbB A LG oG & Xy 7 7 v FIHEE & BLY
W Tt E, NESCELS LR 5, JCANGRRER X, avEa—4&H, Y7 hu=T,
XITT — 2 R L= G & T 2 IR Fhe 2 CE 3 5 (KEE IR EHE),
T3 Y XAWNEFAE LI254 . JCAN RBRER 3L T2 FEii+ 5 :

o 2TOFMARE., CA LRIEEEZRDL TV AHRAEE. TOMEREIZHDE D

o HELPZTGERAEZRTD

5.8. CA or RA Termination GEFE/R XX RA OBEENET)
When CA or RAis terminated in a planned way, Subscribers and Relying Parties are notified
with a sufficient amount of time from the timing of termination. When CA or RA is
terminated unexpectedly, GlobalSign pays effort to minimize the disruption and ensures
that Subscribers and Relying Parties are promptly notified. GlobalSign revokes all issued

certificates in principle and destruct CA private keys.

CA JZ RA ZFHEINCHK T T 2561%, R TR DHISORRMREZ b > THIAE KD
BREEE K T it 2 w@md 5, PHERETICH > TiE, IRELBSER/INRE 725 X 5580, FIH
F B ORREE DRI BI 2T 5 2 & 2 RGET %, JRAlE L TRITHADREAELZ 2 TR
B, CA WMEREHEIET D,
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6. Technical Security Controls (Fiffii)z % = U 7 ¢ &)

6.1. Key Pair Generation and Installation (<7 A& A > A h—)L)
6.1.1. Key Pair Generation
(1) CA Key Pairs (CA #ED<7)
A Hardware Security Module ("HSM”), which is one of Cryptographic Modules, is used to
securely generate and manage CA private keys.
It is confirmed that HSM has not been tampered with during shipment and delivery.
Certificate and revocation status information signed by HSM is not tampered with during
retention.
CA MBSO X 27 RAEKLEFRIIT, BEEY2—NLO—ETHLIN—FUV=TtFx=2
T4 EY 22— (HSM) #Hv25,
HSM 13, 8P SAINTWARNE L 2R T 5,
HSM TE4 LTV LREAE L RPORERIT. RIFSN TV LREICHE SRV,

(2) Subscriber Key Pairs (Fl| & O #~27")

When JCAN Public CA generates the private key on behalf of subscribers or LRAs, the key
pair and CSR is generated following secure key generating procedures and the key generation
policy described above.

Subscribers do not generate private keys to request JCAN certificates.

JCAN RFER 2 FIHFE XL LRA (2> TRERO AR EZIT 5 GaiE, BF 27 24K
FIEZAWT, EERSAERORY o —ITHEILL T PKI O#~7 K CSR &4 T 2,
JCAN GEHEZ BT 57202, FIMAEFIC X D2WEROERITITHRU,

6.1.2. Private Key Delivery to Subscriber (Fl| 3 ~D R D BCAR)
JCAN Public CA obliges subscribers to use strong PIN codes. These PIN codes protect the
generated private keys formatted in PKSC#12.
JCAN FERE/R 1%, HEEHEICHEZ: PIN O Z#&T. Hi% PIN W THEREL ST
PKCS#12 XD SLIEAE v r— (LUF [ PKCS#12 JEAGEHAE] L\ 9) 4K T
D

6.1.3. Public Key Delivery to Certificate Issuer GIERAEIFTH ~DABHFEDBCAR)

GlobalSign only accepts Public Keys from RAs that have been protected during transit and
have had the authenticity and integrity of their origin from the RA suitably verified. RA’s shall
only accept Public Keys from Subscribers in accordance with Section 3.2 of this CP.

GlobalSign 1%, RA N HnE SN ORENREINTEY , ZORIFIZ OV TOEENM L 5ER
PR EONREES N NBREO S ZZ T AND, RA IA CP @ 3.2 HIZHERLL TW S5

DI, FIHEPL DRAREZZTHT LD LT D,
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6.1.4. CA Public Key Delivery to Relying Parties GEAER D> S MFEE ~D AR HEECAT )
GlobalSign ensures that its Public Keys are delivered to Relying Parties in such a way as to
prevent substitution attacks. Commercial web browsers and platform operators are
encouraged to embed Root Certificate Public Keys into their root stores and operating systems.
Issuing CA Public Keys are delivered by the Subscriber in the form of a chain of Certificates
or via a Repository operated by GlobalSign and referenced within the profile of the issued
Certificate through AIA (Authority Information Access) .
GlobalSign [IMRFEH ~DRFHEEDOEAIZIWT, HOT OV REZ ZP T, MISOHIETHET
BHIZELERGETDH DETDH, FETTUTRRT Ty M7+ —bF XL —F—(F, L— |
Z b7 KO OS 12— FEHEAREZMHAATL Z LRI TV D, JIT CA DA
L. FERIEOMEE X GlobalSign 2EE T 5 LAY MY 240 L CHIHZE D HEAR S, ATA
GBREREBI T 7 £ AfFH) 28 L TRITHEZEAFTO T 0 7 7 A VAT EN D,

6.1.5. Key Sizes (#F)
JCAN Public CA private RSA key length is 2048 bit or longer with the signing algorithm of
SHA-2 (256) or above.
JCAN FRAERMEGET, #ED 2048bit LL 1> RSA #T, SHA-2 (256) MU LOELT L=
U X LM%,

6.1.6. Public Key Parameters Generation and Quality Checking (AR XT A — &% — kK
B )

GlobalSign generates Key Pairs in accordance with FIPS 186 and uses reasonable
techniques to validate the suitability of Public Keys presented by Subscribers. Known weak
keys are tested for and rejected at the point of submission. GlobalSign references the Baseline
Requirements Section 6.1.6 on quality checking.

GlobalSign 1% FIPS 186 OMEITIEVEEA AR L, F2FHE D bIRR SN2 #OBE ML
WU B2 W T BREET Db D& T 5, BEAMOMET 2 IIMFES v, R IERFICHESG S
%, GlobalSign 1%, SWEMA IR L Baseline Requirements @ 6.1.6 JHAZ &R+ 5 L0 L9
D

6.1.7. Key Usage Purposes (as per X.509 v3 Key Usage Field) #o{#iH HAI(X.509 v3 s H
7 4 —/L RIZHEWT)

GlobalSign sets key usage of Certificates depending on their proposed field of application via
the v3 Key Usage Field for X.509 v3 (see Section 7.1). The Private Key of JCAN Public CA is
used to sign JCAN Certificates and CRLs.

Ghmmgnﬁ\$%Tﬁ?én574—wkzbtﬁw\ﬁ%%m%ﬁ5%®%ﬁ% X.509
v3 M7 4 — AV FICKVRETH2bD LT 5, (7.1 HzZM) JCAN FEIER OMEHIT
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JCAN FEAE LREERZ Y X FOZLITHEM SIS,

6.2. Private Key Protection and Cryptographic Module Engineering Controls (FA% f{r 3 &
U5 E ¥ = — L EAR S 31
6.2.1. Cryptographic Module Standards and Controls (Hf 5{LE ¥ = — /L D FEHE K OVE EE)
GlobalSign generates the private key of JCAN Public CA with the devices of FIPS 140-2 level

3 or above.
GlobalSign 1% JCAN FRiER OfhE#E%Z FIPS 140-2 level3 LA LD T A 22 TR T 5,

6.2.2. Private Key (n out of m) Multi-Person Control (F%§#(m H > n) HEDO ANBIZ L DE
)
JCAN Public CA manages the CA private keys following its documented procedures.
The generation of the CA private key requires multi-personnel control by more than two
authorized staff serving in trustworthy positions.
JCAN GRRER 1%, UL SN FHEICHE-> T CA RIEH#HEEHT 5, CA OMEFOARKIT,
BESHIEW 2 AL EOEBIC X HHAEERZLE LT 5,

6.2.3. Private Key Escrow (FAE DT 2 7 17 —)
GlobalSign does not escrow Private Keys for any reason.
GlobalSign (X, a7z 232k L CHMEHRE FEFTEET D b D TIERL,

6.2.4. Private Key Backup (FAESED /> 7 T v )
If required for business continuity GlobalSign backs up Root and Subordinate Private Keys
under the same multi-person control as the original Private Key.
GlobalSign 13K FRFFIEMITD 72 OITMEERIGE Vv — N RO MLE O R #E 2 R DL §E
ERRICEBANBDOEBR T TNy I 7 v T &I bD LT 5,

6.2.5. Private Key Archival (FBbE§ED T — 51 A 7))

GlobalSign does not archive Subscriber Private Keys and ensures that any temporary
location where a Private Key may have existed in any memory location during the generation
process is purged. Once the subscriber or LRA receives the PKSC#12 file, GlobalSign destroys
all the relevant instances none of the generated private keys and PIN codes are archived.

GlobalSign IFIME OWERDT — A 7 %AT7207T RO A RIBER TENFEL TV
ATREMED & 2 —IfRI e FE RGN O bHIBR S LD 2 & Z2RGET 2,

GlobalSign %, JCAN FEED PKCS#12 7 7 A LD PIN KUK LI-WEEE T — 14 7
HP, BTOA A& 2% PRCSHI2 HAGEHEFEOAERRZITEET 5,

6.2.6. Private Key Transfer into or from a Cryptographic Module (5 5-E ¥ = — /L[] O Fh %
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BAT)

GlobalSign Private Keys are generated, activated, and stored in Hardware Security Modules.
When Private Keys are outside of a Hardware Security Module (either for storage or transfer),
they are encrypted. Private Keys never exist in plain text outside of a cryptographic module.

GlobalSign OMEHRIX, N— RV =7 X2V T 42— /MIBWTERK, 7277 1 71k,
EOMRIFEN TN D, ERENNN—FT =T Ex2 U T 4 Y 2—VOANERFE L ITBITD
TEONZHLGEIE, LS TND ZENNAL D, HERIL. 5T 22— DRE
ICT. —fiR7T 2 MREETHAE L TUFHEXHT R S 720,

6.2.7. Private Key Storage on Cryptographic Module (K5 ¥ = — W21 5 FABESEDLRTF)
GlobalSign stores the private key of JCAN Public CA in the devices of FIPS 140-2 level 3 or

above.
GlobalSign IZ JCAN #2AE/R D% FIPS 140-2 leveld LA EDT /A R RE T D,

6.2.8. Method of Activating Private Key (R 8D 7 7 7 « 74V J571E)

GlobalSign is responsible for activating the Private Key in accordance with the instructions
and documentation provided by the manufacturer of the hardware security module.
Subscribers are responsible for protecting Private Keys in accordance with the obligations that
are presented in the form of a Subscriber Agreement.

GlobalSign 1IN— R =7 X2V T (T 2—/LORGE TR 2 (AR EICHE W ik
BRET VT4 7T 2EEEAT 5, FAEIZ. FIRARIOR S D STV, EEE
RETLOEEEZFT D,

6.2.9. Method of Deactivating Private Key (FBE$#DIET 7 7 4 7 I71E)

GlobalSign ensures that Hardware Security Modules that have been activated are not left
unattended or otherwise available to unauthorized access. During the time a GlobalSign CA’s
Hardware Security Module is on-line and operational, it is only used to sign Certificates and
CRL/OCSPs from an authenticated RA. When a CA is no longer operational, Private Keys are
removed from the Hardware Security Module.

GlobalSign I¥7 77 4 7t ENTen— R =27 tFX 2 V7 4 EV 2 — L EHEET, FAE
T 7/ ZARA BRI LW Z L ZRGET D5 b D & T D, GlobalSign D N— Ky =7 &%
2V T AR 2= VINF T A D OBIERTRERE, GEHEKORBIEHF - RA 60D
CRL/OCSP DEBEBAIZOMAERH N5, Bk EEE LS e DB, £ OMEHFIINN— Ry =7
X2 YT 4B 2—ADLHIBREND,

6.2.10. Method of Destroying Private Key (FiA% §8: o> il 5 J51%)
CA Key Pair re-generation and re-installation is, following the Sections of 6.2, implemented

at any suitable time before the expiration of the previous pair.
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GlobalSign Private Keys are destroyed under multi-personnel control at least by two trusted
personnel when they are no longer needed or when the Certificates to which they correspond
have expired or have been revoked. Destroying Private Keys means that GlobalSign destroys
all associated CA secret activation data, including backups, in the HSM in such a manner that
no information can be used to deduce any part of the Private Key. The Key destruction process
is documented and relevant records are archived.

CA T OFAER LA VR F—/Uid, 6.2 HOBEILHE, A Z0HIRETOw B 22 K2 AT
P
GlobalSign DRI, AMEE & 72 o Tl 58 L <UTRS 2 REHE S HIREIN XITRL LT
BT, RSN 2 AU EOBEEONEWO FICHES NS, i EREZEEETI2HD
GlobalSign (IMEHDAM 2 2y bHEESNLRNE S, Ny 7T v 7 2ED, HSM NOB
W LFFEROM BT 7T 4 X—2a T —F R TEEET D, #OMEOLRIIIEL,
B4 % Redkl IR T Do

6.2.11. Cryptographic Module Rating (5 ¥ = — /L §T)
See Section 6.2.1
6.2.1 HZZ M,

6.3. Other Aspects of Key Pair Management (37 & HIZ 31T 5 £ O ol )

6.3.1. Public Key Archival (ABIgED 7 —H A 7)
Issuing CAs must archive Public Keys from Certificates.
GlobalSign IFFEAFEDO AL 7 — I A4 7 L2 5720,

6.3.2. Certificate Operational Periods and Key Pair Usage Periods (GIEIHZ D#/E nl HEHA M K
OMEEAT O F HTHD)

Certificates shall have a maximum validity period as in the chart below.

The Key Pair usage period can be up to the Certificate Validity Period. Certificates signed
by a specific CA must expire before or at the end of that CA Certificate Validity period.

Issuing CAs must comply with the external requirements with respect to the maximum
validity period, in some cases thereby reducing the effective available Certificate term. In some
cases, the maximum validity period may not be realized by the Subscriber in the event the
current or future external requirements impose requirements on Certification Authorities
relative to Certificate issuance that were not in place at the time the Certificate was originally
1ssued, particularly in the case of a request for reissuance, e.g., additional requirements are
included for identification and authentication for certain Certificate type, or maximum
Validity Period is decreased.

N7V w7 IfEEEN D GlobalSign DFEMEITRE T FRROFXICR~ L AHIMEZFHE LD
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L2,

BT OB MBIAIL, R TIEAF L F CAHIRICRET 2 2 &N TE D, FFED CA I
Lo TEL SNZEHER., 20 CA GEHEOF IR E 72 NLIRNCLZ) LT it e 572
VY, GlobalSign FEPAEIT, HEAZDMRNCE LAMTERICER L 20 i b vz, £
FUSHE > CREEO BRI 2 MG T 2 %60 5, FIAF OFEAZEREN LY WA
MOLEIE, RSN ZRICTTOA IR E THEBITH AL 25, BT IR E
KA, FERAE DN BANIRAT S AT e CIEEME ST ey o 7 EBIEFATIS X L CRRGEHERR
WCEZRT A, FRICHBITORBEN 2 SNGAICB VT, FIRBE R RKOHZIHIH %
EZTERWIEND D, Bl & DFEHFEOREIC OV Tl & OFRBREIC R 5 B MB35
ENDHEE. XImKROAHMIERE <556

Type / FE¥5 Private key usage / #% | Max validity period / &
BOFMTIE RAZNHIH
JCAN Public CA Certificate | Certificate Signing, 18 years
Off-line CRL Signing,
CRL Signing (06)
JCAN Certificates Digital Signature, 825 days
Key Encipherment,
Data Encipherment (b0)

6.4. Activation Data (77 7 ¢ 7{bT — %)
JCAN Public CA securely stores activation data associated with its own private key and

operations.

JCAN BRRER) 13, HCOMWE#R L EHICHES 5T -2 22X 2 TITRE T 5,

6.5. Computer Security Controls (2> B2 —% X2 T a2 ha—))

JCAN Public CA implements computer security controls such as keeping integrity and
confidentiality of CA systems, such as protection against obsolescence and deterioration of
media, etc.

JCAN LR 1%, CA ¥ AT AR OEF RO STERMHERr, BAROBRIL L HILDOIREFED 2

Va—stXal 74 HEHEELST D,

6.6. Lifecycle Security Controls (74 7% A 7/ X2V 7 2> hr—/L)
When develop, install, or change software, this software is analyzed from the designing
phase and subject to tests on the test environment. The release of this software is implemented

after the approval by the responsible personnel.
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6.7. Network Security Controls (v NV —2tEF a2 VT s =2 hr—)L)

JCAN Public CA network is protected by firewall and intrusion detection system.

6.8. Timestamping (¥ A LA X )
(No stipulation)
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7. Certificate and CRL Profiles GEHE K OGEHEFERN Y XA b7 w7 7 A L)
7.1. Certificate Profile GEFAE Y v 7 7 A /L)
7.1.1. Version Number(s) (X— = & 5)
The profile of JCAN certificate follows the X.509 Version 3 Format.
GlobalSign 1%, X.509 N— 3y 3 I~ TT VX IGEHEEZRITT LD LT 5,

7.1.2. Certificate Extensions GIERAZL5E)

Issuing CAs shall issue Certificates in compliance with RFC 5280 and applicable best
practice including compliance to the current Baseline Requirements sections 7.2.1.1 through
7.2.1.5. Criticality shall also follow best practice and where possible prevent unnecessary risks
to Relying Parties when applied to name constraints.

GlobalSign 1. RFC5280 K UR{ED Baseline Requirements @ 7.2.1.1 75 7.2.1.5 H%
BUOEMAFRERRA NT T 7T 4 RV, TUFNGAZFELZHITT 200 LT 2, 4RO
fR (NameConstraints) 2R E INT-HE . MAEE & RNERY A7 NOAFH 7201, BEE (7
VT 4B IVT 1) IZOWTERR T T7T 4 A > TRESIND,

7.1.3. Algorithm Object Identifiers
Issuing CAs shall issue Certificates with algorithms indicated by the following OIDs
Tova U X LGEAIF- GlobalSign 1%, Fi2® OID (EFEE®HRAT) \TRENHTNLTY XA
TTVHNGERAEEZRITT 26D L T2,
SHA256WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 11}
SHA384WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 12}
SHA512WithRSAEncryption {iso(1) member-body(2) us(840) rsadsi (113549) pkes(1) pkes-1(1) 13}

7.1.4. Name Forms (£ A=)
Issuing CAs shall issue Certificates with name forms compliant to RFC 5280 and section
7.1.4 of the Baseline Requirements.
GlobalSign 1%, RFC5280 24t 9 4R %Y Baseline Requirements @ 7.1.4 IEIZYEHLL
TRERAEEREITT 5,

7.1.5. Name Constraints (£ il #7)
Issuing CAs may issue Subordinate CA Certificates with name constraints and mark as critical
where necessary. When name constraints are NOT set on a Subordinate CA, such CA must be
subject for full audit specified in section 8.0 of this CP.
GlobalSign may issue Subordinate CA Certificates with name constraints where necessary and
mark as critical where necessary as part of the Trusted Root program.

GlobalSign [T#E )G U T4 HTOH| R (NameConstraints) Z i L T F. CA FEBHEZ 1T

L. £7= TrustedRoot 71 77 LAD— & L THERBHIIIZFNZEEE L L TGRET D,
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H7 CA (4 HIDHIFR (NameConstraints) 35% E SN TV WEE, 20 CA (X CP @ 8.0
BIZHRHEIN TV AEHEEEORBICE ENRITIUIZR S0,

7.1.6. Certificate Policy Object Identifier GEE R U > —ikBI+)
GlobalSign follows Section 7.1.6 of Baseline Requirements.
GlobalSign |% Baseline Requirements ¢ Section 7.1.6 (27 9,

7.1.7. Usage of Policy Constraints Extension (A8 U > —#il#fLaE Ok )
No stipulation
BEZ L)

7.1.8. Policy Qualifiers Syntax and Semantics (AR U o —{EHfi DAL & EIR)
Issuing CAs may issue Certificates with a policy qualifier to aid Relying Parties in determining
applicability.
GlobalSign 1%, FRAEE N ENEZITANAEENE D ZHETE 5 Lo, RN v —Efifi1 &
WU T XA RNEEZDDLI LN TEDRTT VHNAGEHELZHITT D,

7.1.9. Processing Semantics for the Critical Certificate Policies Extension(Z U 7 o 71 /V725E
BHER Y O —JERIZ O W T ORI F1E)
No stipulation
HEZRL)

7.1.10. Serial Numbers (3 V 7 /L&)
Each Issuing CA must issue certificates that include a unique (within the context of the Issuer
Subject DN and CA certificate serial number) non-sequential Certificate serial number greater
than zero (0) containing at least 64 bits of output from a CSPRNG.
#%17 CA 13, CSPRNG O D& 64 £y bOT U M7y hagETe, 0 UL EOERE TR
MEO FBITE V7V ML KRD CA GEHEV Y T AEFESHNOa T 7 2 L) GEHE
YU TNFEGEELREAE 2 RIT LRI TR 620,

7.2. CRL Profile (CRL 7'v 7 7 A L)
7.2.1 Version Number(s) (N— = 3% 5)
Issuing CAs shall issue Version 2 CRLs in compliance with RFC 5280.
GlobalSign 1% RFC5280 2V, /S—T a2 2 @ CRL 281735600 &T 5,

7.2.2 CRL and CRL Entry Extensions (CRL %" CRL = k U §LiE+)
CRLs have the following extensions:CRL Number and Authority Key Identifier

CRL (ZIXLL FOIEED M > Ty % : CRL Number, Authority Key Identifier
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7.3. OCSP Profile (OCSP 1 7 7 A /L)
Issuer CAs may operate an Online Certificate Status Profile (OCSP) responder in

compliance with RFC 6960 or RFC 5019.

7.3.1 Version Number(s) (3X— 3 & 5)

Issuing CAs shall issue Version 1 OCSP responses.

7.3.2 OCSP Extensions (OCSP #53E)
(No stipulation)
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8. Compliance Audit and Other Assessment (LIS K OV O fth o ZEAf)
8.1. Frequency and Requirement of Audit (854 48 & OVR L)
JCAN Public CA annually receives compliance audit to ensure the conformity of this service
to the requirements, standards, procedures, and service levels of this CP.
LRAs receive the re-registration to JTS Registration requirements at least once a year in
order to have their service ensured of its conformity to the requirements, standards,

procedures, and service levels of this CP. For this re-registration, LRAs implement internal

audit on themselves.

JCAN FEER 1%, FIZ 1 [LLE, AP —Ev 228, K CP OB, FE%E, Fe, KO —E R
LAYUZHEE L TWD Z & 2 RGET D701, MR 25T 5,

LRA X, FIZ1ELLE, Ry —v 203, R CP OEM:, EHE, Ffi, KOV —E R LYl
ALTNDZ EZRFET D701, JTS Bik(LRA) #3523 5, 2D JTS BEEH O 7=, LRA
IR A % T 5,

8.2. Auditor’s Identity and Qualification (B A\ D& 5t M OVRE 17)
Compliance audit is carried out by auditors with a firm auditing experience.

WEPLERE RIS, T REERRE AT OEEABTI bD LT 5,

8.3. Relationship between Auditors and Non-auditing sectors (Bi# A & #EEAES
M D EAFR)

The auditors are independent from the other departments. These auditors’ involvement

with the other departments is limited to audit.

B NI, REEET P OEZE LML LIESHICH DD LT D,

8.4. Matters Subject to Internal Audit (Bs A xR IE H)
The focal point of audits is the conformance to CP and CPS.
BifiX. CP &T¥ CPS ~DIEMNEIZEESWTERHMliS 5,
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9. Other Business and Legal Matters (Z ofh &2 3 & & QLR FTH)
9.1. Fees (&)

The issuance of JCAN certificates requires a reasonable amount of fee.

JCAN FERHEORITICIE, BELREENREIN D,

9.2. Financial Responsibility (4% _E D &E{F)
JCAN Public CA keeps sufficient financial funding to offer these services.
JCAN FBFER X, R —ERORMICHZY | +o MBI EZHERFT 5,

9.3. Confidentiality of Business Information (GE#5 1 #H DO IE)
Business information which JCAN Public CA maintains is regarded as confidential except for
public items such as certificates and CRL, [CP], this CPS, and other policy documents. These
are disclosed intentionally.
JCAN LR MRFFT 2 ¥EBHE#I. AEH#E, CRL, A CP XU CPS % CHI/RMIICAR S 4L
LbDxlRE, BERRIRE L TEHRbNLD,

9.4. Privacy of Personal Information (fEl A\ 1% {R&)
The retention of personal information by LRAs and/or JCAN Public CA shall follow the
concerning laws and regulations of the applicable country if any.
The Privacy Policy is published on GlobalSign’s web site at
https://www.globalsign.com/repository.
Personal information which LRA and/or JCAN Public CA maintains is regarded as
confidential except for explicitly published items such as JCAN certificates and CRL.
LRA X UYXiZ JCAN FER MR 2 EAEHRIT. b LHNIEZ OEORRT D IE#RIZHE D
Z L&,
7 7 A4 N v — K U ¥ — X . GlobalSign ® v = 7 H A h
https‘//jp.globalsign.com/repository/ ETAHEN %,
LRA K UOVX(E JCAN FBFERmMRFrT DM A fFHIL, JCAN FEFAZE. CRL & L THRAIICA
KIND b0z, BERSGZRE LTHREDOND,

9.5. Intellectual Property Rights (IR FEHE)
GlobalSign owns and reserves all intellectual property rights associated with publications

originating from GlobalSign, including this CP.
A CP %% 7 GlobalSign 2335474 242 T D HATHI D HIAIM PEMEIZ DU T, GlobalSign 3% D
MR 2R T D,
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9.6. Representations and Warranties (3% BH£&FE)

JCAN Public CA retains trust in the operation of authentication by following the content
prescribed in this CP, performs vetting prior to issuing certificates, provides authenticated
services including registration, issuance, and revocation of certificates, and guarantees the
integrity of CA private keys.

JCAN LR 1%, & CP ITHE LIeNAEZ BT U CGEHZHFEICBET 2 %A, FEHEH O 58k,

FAT. K ZEGRIET — A 22t L, CA RSO TEEM %2 & el 67 OE MMk 2 il

T 5,

9.7. Disclaimers of Warranties (£&FIED 60 & F1H)
JCAN Public CA does not warrant anything except the guarantees prescribed in this CP.
JCAN GRFER 1%, K CP ITHE SN RIEEFRE . —UIDRIAEEITOR,

9.8. Limitations of Liability (AR Z1{F)

JCAN Public CA is not responsible for damages regarding authentication services against

Subscribers, Relying Parties or other third parties.

¢ All damages not caused by JCAN Public CA

¢ Any damages caused by not fulfilling the obligation of Subscribers or Relying Parties

¢ Any damages originated from the systems of subscribers or relying parties

¢ Damages caused by the negligence or failures of Hardware or Software used by JCAN
Public CA and other parties

¢ Damages resulted into secondary or indirect loss of profit from use of certificates or
digital signatures.

¢ Damages originated from information published on the certificate and CRLs but cannot
be attributed to the responsibility of JCAN Public CA.

¢ Damages resulted from improvement in cryptographic algorithm decoding technology
beyond current expectations.

* Any responsibilities originated from the termination of JCAN Public CA

* Any damages originated from the suspension of JCAN Public CA which resulted from
natural disasters, wars, upheavals, terrorism, and other inevitable accidents.

e Any responsibilities originated from the suspension of JCAN Public CA

JCAN FAER 1%, SEREY—E AT 2L FOBEFIZHOWT, FIHE ., BEEE XEZ Do %
=HITKH LT, —HoBEfEZADRVEDET D,
« JCANGEGER (TR Lan—8IoEE
o FIHEXIBGEE OBBORIT2 R8> 72 DEL 5 —0HEE

46 | 49
Ver 6.1



9.9. Indemnities (fif&)
JCAN Public CA shall indemnify to Subscribers, Relying Parties, or other third parties for
the damages which are not specified in Section 9.8.
In any cases, the amount of money received is set as an upper limit for Liability for damages
which JCAN Public CA bears.
Subscribers, Relying Parties, or other third parties shall indemnify for the damages JCAN
Public CA suffers originated from the failure in fulfilling the obligations or responsibilities
stated in this CP. To the extent permitted by law, Subscribers, Relying Parties, or other
third parties shall indemnify JCAN Public CA and its partners against any loss, damage,
or expense, including reasonable attorney’s fees related to claim, dissent, lawsuit resulting,
etc.
LRA shall indemnify the damages of JCAN Public CA in connection with the requirements
specified in Application Form and Terms of Use for LRAs. To the extent permitted by law,
LRA shall indemnify JCAN Public CA and its partners against any loss, damage, or expense,

including reasonable attorney’s fees, related to claim, dissent, lawsuit resulting, etc.
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CERT2H 50 HHK, AEKITHE, FhbIcETo# LEMZ JCAN
MOZD/ = b —ICHET b0 ET 5,
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9.10. Term and Termination (HAR K& & T)
This CP remains in force until GlobalSign notifies on the repository.

AKCPIZ, VARV MY RIZ, #An el holcbi@RMSND LT, #HEFbkET 5,

9.11.Individual notices and communications with participants (B3t&#& ~DfE5!1#
H & OMBIE)
GlobalSign accepts notices related to this CP by means of digitally signed messages or in paper
form. Upon receipt of a valid, digitally signed acknowledgment of receipt from GlobalSign the
sender of the notice deems its communication effective. The sender must receive such
acknowledgment within twenty (20) business days, or else written notice must then be sent in
paper form through a courier service that confirms delivery or via certified or registered mail,
postage prepaid, return receipt requested, addressed to the sender. Individuals
communications made to GlobalSign must be addressed to: legal.jp@globalsign.com or by post
to GlobalSign in the address provided in Section 1.5.2.
GlobalSign I%., A CPIZBIL TTF VX NVEL ST A v — T TR E W@ 232107
A%, GlobalSign 725 DHZNNDOT ¥ Z)VEL ST TR & - TR T @A DXIF
FHIXZEDBEDED THOTLEHRREINDIBDLTDH, FEHITZOZHEEME 20 HFEAL
NI TZHTE D260 LT 5, FFBEmMILL561E. BREEAMN EORET—ERAITXY
FEEINDGD, b LITERBME, HELERTA Y, ERBEZEEMEXNAELE LT, ZHA
56 CICEmBIT 5 H D &35, GlobalSign ~DfERIDEASIL, legal.jp@globalsign.com %G
SUIA CP @ 1.5.2 HIZHEE SN S GlobalSign O &H THRICEMEND LD ET 5D,

9.12. Amendments (& FEF1H)

The GlobalSign PACOML1 - CA Governance Policy Authority, which is composed of members
of the GlobalSign management team and appointed by its Board of Directors, is responsible
for maintaining this CP.

GlobalSign notifies JIPDEC of any major or significant changes to this CP.

GlobalSign @ PACOM1 — CA Governance Policy Authority i&, GlobalSign Df%E F— A

& T® GlobalSign @ B CHERRBINTZ A NN—THERINTEY, K CP ZH#EHET

LEEEAD,

GlobalSign 1%, & CP (ZB7 % FE A THERE TN S N7BRICiX, JIPDEC ~#%17

Do
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9.13. Dispute Resolution Provisions (4 B3 5 HE)
Before resorting to any dispute resolution mechanism including adjudication or any type of
Alternative Dispute Resolution, the party agrees to notify JCAN Public CA.
Fas, A B TER., UIZOMOMRFEZFZ L O LT 556, HFHILJCAN FiLH
:ﬁb\$w IXEDEZBATLHDLET D,

9.14. Governing Law (#E{iLiE)

This CP is governed, construed, and interpreted in accordance with the laws and regulations
of Japan. Tokyo District Court shall have the exclusive jurisdiction over all disputes arising in
connection with JCAN Public CA services.

K CP DR Y, JCAN FEiEm DU — BRI LMFIT OV TIE, HAREDOIERDEH
S, WA BN 2 % —FOFEINE BEEEHT E 32,

9.15. Compliance with Applicable Law (i FH % D38 57)
JCAN Public CA complies with applicable laws and regulations of Japan.
JCAN FERE/m 13, W A REZ: B ARE OER 2 M7 2,

9.16. Miscellaneous Provisions (—fi% 5 1H)
(1) Survival ({7#¢)
The legal obligations and restrictions survive even after the termination of JCAN Public CA.
ERMEO BT L OHIRFEIL, JCAN IR OB TH bR T 5.
(2) Severability (43Ff)
If any provision of this CP, including limitation of liability clauses, is found to be invalid or
unenforceable, the remainder of this CP should be interpreted in such manner as to represent
the original intention of the parties.
A CP @BWE%&@%IJBE@IE%@M\ffh#@%rﬁﬁiﬂﬁf‘&;Zabx BV NTIERYSRA ) D3 2
ZEMoTHBEIT S A CP OMOKEHITEFEE DAROERZH 2 DR WITHETHIRE
No5HDLT D,

9.17. Other Provisions (Z Ot I E)
This CP shall be binding upon the successors, executors, heirs, representatives, administrators,
and assigns, whether express, implied, or apparent, the parties that this CP applies to.
A CP i3, WRIDETRINICO D 63, YEEORMKE . BESPITE. kA, REA,
BN, ROGEZ AN L CHIR NI H 5,
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